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Abstract

Information security regulation is coming of age, with regulation very recently being passed in
emerging economies. Developed nations have stable regulation, whose implementation and ef-
fectiveness can now be evaluated. This paper evaluates security regulation across both these de-
veloped and emerging economies, across four continents and six nations: China, India, Indonesia,
Brazil, Germany, and the United States. We find national security regulations may be compre-
hensive or piecemeal; strategic or tactical in implementation; and developed in reactionary or
proactive fashions.
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Introduction

This paper evaluates how security regulation is being implemented in emerging and developed
nations. Emerging market nations, such as China, India, and Indonesia, have published their in-
formation security regulation recently, while developed nations like the United States and Ger-
many have had regulation in place for over a decade. Other countries, such as Brazil, still strug-
gle to agree on appropriate regulation. Industry standards are also proving useful in “regulating
security”, particularly in nations where information security regulation is lacking, but also in all
nations, where regulation may be unknown or inconsistently applied. An example of this is the
Payment Card Industry Data Security
Standard. This paper outlines security
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International Information Security Regulations

nearly 40% of the world’s population, Information Security has become an international focus in
this new age of computing. The Norton Cybercrime Report (2012) states that cybercrime rates
are on the rise, affecting approximately 18 people every second, 1.5 million every day in the
world. People are now, more than ever, falling victim to new forms of cybercrime, such as crimes
found on social networking sites or mobile devices. In this paper, we will talk about how major
countries, specifically China, India, Brazil, Indonesia, Germany and the United States, have re-
sponded to this increasing threat, what legislation they have passed, and problems each country is
or has faced in the information security field.

Many countries in the world still are without sufficient regulation and/or enforcement to protect
user’s data and privacy. The highest rates of cybercrime victims are found in Russia, China, and
South Africa at 92%, 84%, and 80%, respectively (Norton Cybercrime Report, 2012). The
United States and the European Union have set standards for privacy and information security,
which many emerging countries have used as guidelines to develop their own standards. In coun-
tries without any legislation or security guidelines set by the government, many private compa-
nies and firms look to international standards.

We are not aware of other papers devoted to this topic, which is basically a survey of interna-
tional security regulation — with one exception. Many publications discuss singular security regu-
lations. We have used some of these as our sources. Some books cover a set of security regula-
tions for one country (notably the U.S.), but few texts cover comprehensive security for other na-
tions. Our references were taken from four professional law journals or peer-reviewed confer-
ences, 13 national web pages on security regulation or government reports, six news stories or
blogs, seven law or security books, two dissertations on the impact of a security regulation, four
security-oriented standards, and five reports published by security-oriented associations. The
blog we used is published by Hunton & Williams (2013), which is a large law firm that special-
izes in security regulations worldwide. They have a website entitled “Global Privacy and Cyber-
security Law Updates and Analysis” where they maintain a list of recent changes in security regu-
lations worldwide. The total number of references we have used exceed 60.

The one exception of a book dedicated to international information security is the text by Jansen,
Hinzpeter, and Schwarzbart (2013): Data Protection Laws of the World. This text addresses the
security of data in general and lacks a focus on technological or IT security. For example, the
sections on the United States extensively covers electronic marketing and state breach laws, but
does not address other major regulations covered in this paper, including Gramm-Leach-Bliley,
Sarbannes Oxley, FISMA, FERPA, and others — although HIPAA is mentioned but not described.
We use this text as one of our sources.

The goals for the paper are to answer these two questions:

1) What information security regulations exist in this country? What does the regulation address
in topic and method of security implementation? How is the regulation enforced?

2) What is the environment for this regulation? How did this security regulation arise?

We interpret the topic ‘Information Security’ broadly, to include data privacy, computer and net-
work security. The paper includes the following sections: regulations of emerging economies and
developed nations, the emerging role of industry standards, a brief analysis of differences across
all nations, and our conclusion.
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Brazil

As the fifth largest country in the world with 201,009,622 citizens (July 2013 estimate), There is
currently no comprehensive legislation concerning data security issues, nor any legal definitions
for personal data or sensitive personal data. Privacy regulations are presently being administered
by Article 5 of the 1988 Brazilian Constitution (Costa, 2012). A draft
called the Brazilian Civil Rights Framework for the Internet (CRFI),
also known as the Marco Civil da Internet, is a bill that has undergone
considerable revisions over the past several years. The Bill is aimed to
“guarantee greater freedom of expression, net neutrality, and the
protection of private user data online in Brazil”. The Marco Civil Bill
has recently become a top priority for the Brazilian government due to
recent allegations of America National Security Agency (NSA) monitoring. At this time, Brazil
does not appear to restrict access to the Internet. There are also no indications that Brazilian au-
thorities monitor e-mail accounts or Internet chat rooms.

Brazilian Constitution, 1988

Personal rights and data accuracy were finally addressed in Brazil three years after the end of a
21-year military dictatorship. Although this Constitution speaks heavily on assuring rights and
liberties, it does not go so far as to lay any framework for the protection and security of data or
data processing. The Constitution states that habeas data shall be granted to records or data
banks within government or public agencies to ensure access of information and potential correc-
tion of data related to a petitioner (Costa, 2012).

Cybercrime Laws 12.735 and 12.737 (2012)

The first two cybercrime bills in Brazilian history, 12.735 and 12.737 were signed into law on
Nov 30, 2012 (BKBG, 2013). Law 12.735 forces law enforcement agencies to designate special
units to combat cybercrime. Law 12.737 declares the act of computer intrusions with the intent of
altering, collecting, or destroying information a crime if the intruder has not received authoriza-
tion from the computers owner and if the intruder violates a security mechanism. It further
criminalizes any unauthorized “installation of vulnerabilities.” Law 12.737 also makes distribut-
ing, selling, or producing computer programs that have this intrusion objective illegal.

The Marco Civil, Pending Litigation

The bill was first drafted in 2009 and was introduced as a piece of crowdsourced collaborative
legislation. Thousands of people have since participated in public consultations online to help
shape the bill’s direction. The Brazilian Internet Steering Committee (2012) reports this is cur-
rently the main initiative for Internet regulation, network neutrality, privacy, internet governance
and e-commerce, among other things. The bill is relevant to data protection via three aspects:
risks of data leakage, the processing of sensitive data, and behavioral advertising: a way of target-
ing ads to users based on their habits and interests.

One major challenge with registering sizable amounts of information is the possibility of the data
being “leaked” or being accidently disclosed. Without a proper management policy for such in-
formation, carelessness can lead to unintentional or even premeditated public disclosure. Epi-
sodes of leaked data have become frequent in Brazil, and public outrage has since demanded leg-
islation to combat this. The Draft Bill addresses this problem by requiring this type of data to be
handled in such a way to minimize the possibility of unauthorized access. Those who process the
data are further required to utilize both technical and administrative measures appropriate to the
level of technology, the specific data and type of processing, to prevent unintentional or inten-
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tional disclosure or unauthorized access to personal information. The Draft Bill deems process-
ing personal data as a risky activity, and declares that if there is an instance of leaked personal
data or other property damages, the one who is directly processing the data shall be held liable.

Sensitive data processing is another topic of concern discussed in the Draft Bill. It is defined in
the bill as any personal information in which the nature alone may result in prejudice towards its
owner. It further delineates examples of sensitive data to include ethnic/racial information, reli-
gious, philosophical or moral beliefs, sexual preference, and personal health, genetic and biomet-
ric information. The Draft Bill forbids compulsory disclosure of such data, and also forbids the
creation of a database which reveals, whether directly or indirectly, sensitive data except when
permitted by express legal disposition. It further states when retaining sensitive data is accept-
able, such as with the owner’s consent. Sensitive data may also be retained by appropriate per-
sons when necessary for compliance with regulation, or is within the scope of research, or if the
information was previously publicized by its owner. Finally, it states that using sensitive data to
discriminate against its owner is prohibited.

Behavioral advertisement is discussed as potentially having negative repercussions on consumer
privacy protection. This involves, for example, placing ads on users’ e-mail pages based on iden-
tifying keywords that would represent a users’ interests. This practice is often viewed as invasive
as it is based on gathering information from personal internet transactions. The Draft Bill pro-
poses that personal information may only be retained with the owner’s prior approval. The
owner’s approval must also be informed, freely obtained, and expressed. It further states that in-
formation may only be processed for its original collection intent, that of which the holder was
aware of.

At the time of this writing, the Marco Civil Bill has finally been approved by the Brazilian
Chamber of Deputies and is awaiting deliberation by the Federal Senate. No matter the response
by the Federal Senate, it will be returned to the Brazilian Chamber of Deputies who has the final
word on the legislation.

Security Practices

Data processors in Brazil are required and expected to follow reasonable measures, both technical
and physical, to protect the security of personal data. However, there are currently no specific
requirements or guidelines on how these security measures should be implemented. Case law
requires service providers to keep access records such as IP addresses and login information for a
reasonable amount of time to help identify users who may have committed crimes. Furthermore,
owners of data or breached devices are not required to notify public authorities.

Enforcement

There are currently no agencies in Brazil that enforce data protection regulations, however, the
passing of law 12.735 in 2012 is a historical first for Brazil in regards to combating and enforcing
Cyber Crime. While there are agencies that enforce data protection, civil suits or class actions
can be brought forth by either public authorities or the data subject. Jansen, Hinzpeter, &
Schwarzbart (2013) reports that administrative fines can be established in amounts up to $1.5 mil-
lion USD. Damage awards can reach approximately $7,500 USD for single suits or over $1 mil-
lion USD for class actions.

Summary

With over 88 million internet users as of 2012 (Miniwatts, 2012), Brazil has seen its rates of
internet access increase substantially over the last decade, including mobile-phone usage. How-
ever, Brazil lacks in legislation regarding what data needs to be protected as well as specifics on
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how the data should be protected. The cybercrime bills 12.735 and 12.737 that were introduced
in 2012 are a great starting point for Brazil and are the first laws passed specifically regarding
computer crime. Brazil needs to define what they consider to be personal data and sensitive per-
sonal data, as well as specify regulations on how to protect and enforce protection for such data.
The pending Marco Civil legislation, if passed, will be a significant advancement to these areas
and should give Brazil their first solid framework of data protection and security regulations.

China

As the most populous country in the world with 1,356,692,576 citizens (July 2014 est.) (CIA,
2014), China (or more formally, the People’s Republic of China) plays a significant role with the
world’s economy and society. China also has the most internet and
phone users in the world as of January 2013, estimated as high as 564 * *4
million and 986 million users, respectively (Kelly, 2013). However, *
these users are not guaranteed the same internet freedoms and a4
respectable levels of security as many other developed countries. The
Chinese government uses enforcement techniques to govern content and
institutes laws and regulations to find and punish individuals who
disobey the rules.

While regulations and internet freedom have tightened recently, providing users with enhanced
protection measures for personal information, by establishing laws or other tactics, has become a
country-wide social concern. The Chinese government has implemented and updated much of
their legislation, as recent as July 2013, to combat the ever-growing concern of cyber security and
the protection of personal information. We provide an overview of the governmental agencies
that are in charge of passing these laws, the legislation the currently governs the internet and in-
formation security, and outline the restrictive Internet controls used by the Chinese government to
limit data content in this ever growing country.

The National People’s Congress (NPC) is China’s only legislative house and the largest parlia-
ment in the world, with 2,987 members. This legislative house is the only house able to pass ba-
sic laws that have nationwide application. Since the NPC only meets for roughly two weeks each
year, the Standing Committee of the NPC, consisting of 150 members, meets several times a year.
They also can pass national laws and amend laws passed by the full sessions of the NPC.

In 2008, the Ministry of Industry and Information Technology (MIIT) was created to develop and
regulate the Internet, wireless, communications, the software industry, and other sectors of tech-
nology. They are not responsible for any type of content regulation, however.

Notice on Strengthening the Administration
of Networked Smart Mobile Devices, 2013

This regulation, which takes effect November 1%, 2013, restricts manufacturers in regards to what
they pre-install on smart mobile networking devices. Issued by the MIIT, the following are a few
highlights of the new regulations that come at a time of rapid increase of entities manufacturing
smartphones.

Without prior notice to and consent of the user, manufacturers are no longer allowed to pre-install
software on smart phones that would allow the user’s information to be collected or modified.
This notice goes on to state that no pre-installed software can enable communication functions
that could result in unfavorable results. Pre-installed software is also restricted from impacting
the normal functionality of the device or the safe operation of its communication network. Fur-
thermore, software may not incorporate data restricted by law or impact the security of the user’s
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personal information, network security, or legitimate interests of users. Aside from these new
regulations, if any pre-installed software is added to the device or if any changes are made to the
device’s operating system that would affect network security, the manufacturer is required to re-
port such changes to the MIIT.

These regulations have been introduced in response to a growing number of cases where spyware
and other malicious programs have affected smart mobile devices by resulting in severe damage
as well as attracted widespread attention pertaining to the risks involved with the disclosure of
personal information caused by pre-installed software.

Provisions on the Protection of Personal Information
of Telecommunications and Internet Users, 2013

Effective as of September 2013, these provisions, issued by the MIIT, are intended to implement
a 2012 resolution on Strengthening the Protection on the Internet (detailed below) (Zhang, 2013).
The provisions impose new regulations concerning the accumulation and use of personal informa-
tion by telecommunication service providers as well as internet information service providers in
China. These provisions mirror international data protection concepts and show motivation to
implement these concepts in China.

User’s personal information is defined in this provision as any information acquired during tele-
communication or internet services that could identify the user when used alone or in combina-
tion with any other information. This provision imposes numerous international standard obliga-
tions regarding the gathering and usage of an individual’s personal information collected during
the individual’s use of relevant services. Such obligations include the requirement to give notice,
receive consent, limitations on collection, usage constraints, access and correction rights, what is
justifiable and legal collection, and an obligation to adopt security safeguards and notification in
the event that data has been breached. The provision goes on to state that penalties for violation
of any of these obligations may result in administrative warning and fines.

Enhancing the protection of personal information in China has become a top priority for Chinese
officials. This provision aims to improve personal information systems protection as well as clar-
ify existing security protection measures.

Strengthening the Protection of Information on the Internet, 2012

Passed in December of 2012 by the Standing Committee of the NPC, this resolution impose re-
quirements related to the accumulation and handling of personal information via the Internet
(Zhang, 2013). The resolution characterizes information that is protected by the state as “elec-
tronic information that can distinguish the individual identities of citizens.” These resolutions
impose a number of requirements, most of which are directed at internet service providers (ISPs)
and other organizations that process electronic personal information. Highlights are as follows:

e [SPs and similar organizations are required to embrace and adhere to rules regarding the
collection and processing of electronic personal information. They must also publicize
these rules.

e [SPs and similar organizations are required to identify the reason and scope of their col-
lection and handling of electronic personal information and present it to the data subject
in a clear, precise manner. They must also receive authorization from the individual
whose information is being collected and used.

e [SPs and similar organizations are required to store electronic personal information using
discrete, confidential means.
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e ISPs and similar organizations are restricted from publicizing, changing, or sabotaging
any electronic personal information that is acquired throughout the course of business ac-
tivities. They are also restricted from selling the information to third parties.

e |SPs and similar organizations are required to embrace information security safeguards,
and if they find users distributing information illegally, they must take immediate reme-
dial measures. ISPs are further required to report when they find users illegally distribut-
ing information to the appropriate government agency.

This resolution further requires users to produce their true identity when agreeing to the
provision of access. This part of the regulation could actually hurt the protection of per-
sonal privacy. While these regulations are fairly brief and appoint rules of very broad
application, their scope is limited to Internet-related processing.

China Security Rule and Internet Censorship

Information security regulation is meant to protect organizations, the public, and the government,
but anyone who uses the internet in China should also be aware of Chinese content restrictions.
While China’s constitution allows its citizens freedom of speech and press, Chinese laws, dating
back to 1989, systematically censor content that has the potential to delegitimize the Chinese
Communist Party (CCP) rule. Today, the Chinese government upholds these censorship laws by
regulating not only traditional print presses, but also domestic and foreign internet sites, cell-
phone text messages, chat rooms, e-mail, film, and social networking services (Wines, 2010). In
April 2010, the Chinese government further changed its 1989 Law on Guarding State Secrets to
enhance control on internet censorship, further restricting what the Chinese Media could report
on.

Chinese authorities employ the world’s most extensive content control system affecting the inter-
net. Thousands of employees, working for both governmental agencies as well as private compa-
nies, monitor, censor, and manipulate content, including news stories and social-network sites
(Kelly, 2013). This has most notably come to light when the New York Times published an arti-
cle on the wealth accumulated by China’s first family. Chinese authorities quickly blocked ac-
cess to the New York Time’s website, and reports of the news firm’s computer systems being
hacked surfaced shortly after.

The CCP uses three primary techniques in their content-control system: automatic technical fil-
tering, forced self-censorship by service providers, and proactive manipulation.

Automated technical filtering has become known as the best layer of China’s censorship sys-
tem. The Golden Shield Project blocks foreign websites, by using “Web throttling” which slows
down web page access to a point where the service is impractical; it can also block whole domain
names or IP addresses. China Tech News (2012) reported slower broadband speeds for the month
of the 2012 party congress.

The Golden Shield project, also known as “the Great Firewall,” is considered to be the largest,
most extensive, and most advanced Internet censorship regime in the world. By blocking foreign
websites such as Twitter, Chinese authorities force their citizens to use alternative social media
websites like Sina Weibo, giving them better control to censor posts.

A more common technique used by Chinese authorities is the use of deep-packet inspection tech-
nologies. This technique inspects the content requested by the user as well as its results, using a
continuously evolving blacklist of keywords. If one of these blacklist words is detected, it signals
technology on both ends to temporarily sever the connection. This technique is less noticeable
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since the problem appears to generate from the source of information, blocking specific pages
within approved sites.

Forced self-censorship by service providers places compliance with content regulations on com-
panies. Once an international web application is blocked, it is quickly replaced by a domestic
equivalent. Millions of users are attracted to these services, and as part of the company’s licens-
ing requirements, the companies are forced to guarantee that unauthorized content is not uploaded
or distributed. If companies fail to take down banned content within a timely manner, they risk
temporary or permanent closure (Lee, 2012). Software is usually built into the application, using
blacklist databases like government inspection technologies.

Proactive manipulation, the third technique to control content, involves posting pro-government
remarks in online discussions. These web commentators, hired and trained since 2005, also re-
port users who write offensive statements or criticize government, among other things (Kelly,
2013).

Enforcement

Authorities have been granted approval to take extreme measures when punishing or stopping
these unlawful behaviors. Internet service providers are also required to cooperate and provide
support to supervisory authorities. There are still no enforcement regulations or legislation in
regards to complying with the personal data protection requirements set forth by the PRC.

Summary

While China has very strict limitations and obstacles in regards to freedom of the internet, they
have been taking large measures to secure data and place restrictions on how data can be proc-
essed. While China has a standard definition for personal data, there is currently no formal defi-
nition of “sensitive personal data” nor any proposed definition at this time. The regulations show
good intent to protect personal information, but are vague in implementation: they do not specify
details such as requiring risk analysis, encryption, access control or other technical requirements.
Thus, it will be interesting to see how this regulation is enforced in the future.

India

While holding the second largest population in the world, with 1,236,344,631people (July 2014
est.) (CIA, 2014), India continues to struggle with development and remains a third world coun-
try. However, India’s information technology industry is growing, along with an increasing
number of cyber-attacks. In response, the Indian government has started implementing rules and
regulations over the last few years to combat privacy issues and strengthen internet security.

The first Indian legislation was introduced in 2000, called the
Information Technology Act. It was a first attempt to update obsolete

laws and provide new opportunities to combat cyber-crimes. It has

since been amended in 2008. Aside from these acts, many other rules

and notifications have come into existence in India, many closely _
resembling European Standards on Information Security.

Information Technology Act, 2000

The original and first act specifically dealing with information technology, this bill aimed to pro-
vide India with a legal infrastructure for e-commerce. While the act does not go into detail about
Information Security or data protection, the cyber laws stated within have had an extensive im-
pact on e-businesses and the Indian economy since their implementation, and further served as a

96



Johnson, Lincke, Imhof, & Lim

framework for future internet and data privacy regulations. The IT Act of 2000 also provided the
legal framework for the handling and transferring of records and other various activities conveyed
by digital measures. As reported by the Gazette of India (2000) the following are some of the
highlights of the Act:

The first few chapters of the Act focus on digital signatures. Chapter two imposes that any user
can validate an electronic record by appending their digital signature to the record. In addition,
the chapter elaborates that verification of electronic records can be done by way of a public key
of said user. Further chapters go onto the legal recognition of Digital Signatures, as well as de-
tailing numerous provisions for the issuing of Digital Signature Certificates.

Chapter nine details the retribution and adjudication for numerous cyber offenses. The penalties
for damage to computers and computer systems (etc.) is settled by compensating affected parties
to a maximum of 1 million Rupees (or $164,370 USD). In relation, chapter 11 talks about of-
fenses that should be investigated by law enforcement agencies. These offenses include computer
hacking, tampering with computer files, or publishing obscene electronic data.

Chapter ten of the Act establishes the Cyber Regulations Appellate Tribunal. The Act further
establishes the constitution of the Cyber Regulations Advisory Committee, whose goal is to pro-
vide the government advice regarding any regulations or related function connected to the Act.

While this act strongly focuses on digital signatures and penalties for cyber offenses, it does not
speak specifically on information security and data protection.

IT (Amendment) Act, 2008

This amendment compliments the Information Technology Act of 2000. The Gazette of India
(2009) reported that the amendment further refined the definition of information to include “data,
message, text, images, sound, voice, codes, computer programs, software and databases or micro
film or computer generated micro fiche”. It also set out to illustrate reasonable security practices,
strengthen data protection, and provide methods to keep cyber intruders at bay. The main focus
of this law is to secure sensitive personal information by making the corporations that process,
deal, and handle the information liable for causing unjustified loss or unjustified gain to any indi-
vidual.

Information Technology Rules, 2011

Complimenting India’s 2008 IT Security Act amendment, the 2011 Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules
were implemented to significantly limit how businesses can handle personal information. They
establish wide-ranging accountability measures for any company/organization that “collects, re-
ceives, possesses, stores, deals, or handles” personal information. The introduced accountability
measures obligate companies to place restrictions on the processing of sensitive personal informa-
tion and the transfer of international data, to provide privacy policies and take other security
measures. Many of these new rules follow closely to the European Union protection laws, how-
ever they pose roadblocks for India’s many outsourcing vendors and their clients. A summary of
the new obligations follow (Gazette of India, 2011).

Restrictions on Data Collection and Processing: Companies must inform individuals that they
are having their information collected at the point of initial collection. They must also be in-
formed of the purpose the information is being collected, the designated recipients of the informa-
tion, and the contact information for both the collecting agency and the receiving agency. Fur-
ther, restrictions are put in place regarding the processing of the information for secondary pur-
poses, limiting the data to be processed only for its original intent.
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Definition of Personal Data: Resembling closely China’s definition of personal data, India’s
personal data is defined as any data that relates to a natural person and is capable of identifying
that individual, that may be combined with other information that a business or organization may
use or obtain.

Definition of Sensitive Personal Data: Closely resembling the European Union data protection
law, sensitive personal data includes information related to passwords, financial information,
health information (physical, physiological, mental, medical, biometric) and sexual orientation. It
further states that if the information is freely available or can be accessed via a public domain, the
data is excluded from this definition.

Additional Restrictions for Sensitive Personal Data: Before sensitive data can be processed,
the processor must obtain written consent from the given individual, either by letter, fax, or email.

Security: This obligation states that a corporation must comply with reasonable security prac-
tices. It further states that a corporation must document their comprehensive information security
program, including policies to cover “managerial, technical, operational, and physical control
measures” related to information assets and their type of industry. It also states that if an organi-
zation has a security breach, they must prove that they have fulfilled their documented security
control measures. However, like Brazil, there are no established requirements to report data secu-
rity breaches.

While these new rules tighten data privacy and information security, they are very broad and are
not specific on how to secure information. The rules do state, however, that any organization that
implements International Standard IS/ISO/IEC 27001 or an approved industry code of practice is
in compliance with reasonable security practices and procedures as long as their security controls
are audited annually. Further clarifications from the Indian government stated that outsourcers
are Exempt from these new privacy regulations.

Future Objectives

On July 2nd, 2013, the Indian government released its ambitious National Cyber Security Policy
2013 (Ministry of Communication and IT, 2013). Of notable interest, the policy sets forth 14 di-
verse objectives, including development of 500,000 skilled cybersecurity professionals over the
next five years. Other objectives include designating a national agency to coordinate all cyberse-
curity matters and the creation and operation of a National Critical Information Infrastructure
Protection Center. Further objectives include enhancing global cooperation in regards to combat-
ting cybersecurity threats and enhancing education and training programs in cybersecurity. Fur-
ther objectives encourage the designation of a Chief Information Security Officer for all private
and public organizations, as well as developing a dynamic legal framework to address cybersecu-
rity concerns within areas such as cloud computing, mobile computing, and social media. These
objectives are considered challenging by the Indian Minister of Communications and Information
Technology Kapil Sibal, but are necessary to “ensure there is no disruption of the kind that will
destabilize the economy.”

Enforcement

Law enforcement agencies are encouraged under the Act to pursue cybercrimes. As required un-
der the Act, a corporate entity is to be held liable for damages if any sensitive information that it
retains, manages, or handles causes wrongful loss or gain to any individual. Civil penalties for
such damages can reach up to USD $954,938 while damages paid to a civil suit may exceed this
amount. Illegal disclosure of information can result in criminal fines up to USD $9,557 and/or up
to 3 years imprisonment.
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Summary

India has long been a country with a strong commercial background and their ecommerce indus-
try is growing rapidly. Until recently, most of their legislation has dealt with secure business
practices, however, the recent rules set out in 2011 mark a historic day for personal data protec-
tion in India. The Indian government has acknowledged that cyber security is critical to main-
taining their infrastructure and their future objectives show that they are headed in the right direc-
tion.

India provides strong definitions for what they consider personal data and sensitive personal data
and recent laws provide for the protection of such data. While many of the laws and regulations
illustrate that personal information must be protected, there are still no laws regarding any spe-
cific technical guidelines for protecting such data. Regulations are noticeably very recent. Indian
legislation has used European legislation as a beginning framework. While the resulting regula-
tion is goal-oriented, avoiding tactical requirements, Indian law does refer to international stan-
dards as being safe implementations, when adhering to the regulation.

Indonesia

Indonesia is the largest archipelago in the world, with more than 17,500 islands that encompasses
34 provinces. Indonesia also has the world’s fifth largest population, with more than 238 million
people and over 668 languages and dialects. With the continuous rise

of Internet subscribers in Indonesia and more than 71 million Internet
subscribers in 2013, the Indonesia Internet Service Provider Associa-
tion (2014) estimated the number will hit around 100 million subscrib-

ers in 2014 and around 139 million in 2015. As the number of Internet
users continue to increase and in the wake of the need for law and
regulation to provide data security for Internet-based electronic trans-
actions, the Indonesian government began to establish a new cyber law
in 2008.

In Indonesia, law is established to provide an umbrella to regulate certain issues in context. Sub-
sequent government regulation is created to cover a specific issue that needed special attention.
With the regulation, government or private institution in context would feel the need to comply
with the established law or regulation. The laws and regulation that govern information security
will provide the following benefits to business in general:

e generate new IT security-related consulting/compliance assessment jobs that would not be
required otherwise;
e provide transparency to the public on whether certain business practices are in check.

Like many laws and regulation in Indonesia, sometimes they conflict with one another — they are
established by different regimes sometime with different political views or will.

Since 2009, Indonesia, through the National Standardization Agency of Indonesia (2013), has
established an Information Security Management Standard, which is based on ISO 27001 (SNI
ISO 27001:2009). COBIT is also used to provide a mapping between the regulation and the rele-
vant section in the standard, such as ISO and/or COBIT. The Ministry of Communication and
Informatics (2013a) has been the leading government institution to take leadership in providing
guidance on how to begin and measure the maturity of information security practices in the gov-
ernment sector that provide services to the public — Information Security Index (Indeks Kea-
manan Informasi — Indeks KAMI).
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Corporations affected by information security related laws and regulation are usually banking or
financial institution sectors and telecommunication sectors. The rest of the industries are usually
slower in adopting this standard compared to the above two sectors. In the banking sector, Indo-
nesia Central Bank is leading in establishing new regulation for banks in Indonesia and they are
usually published as PBI (Peraturan Bank Indonesia) or Bank Indonesia Regulation (Bank Indo-
nesia, 2013a).

PBI Number 9/15/PBl/2007

Through PBI Number 9/15/PBI/2007, Bank Indonesia (2013b) regulation mandates risk man-
agement in using Information Technology for commercial banks. While IT helps banks from an
operational and customer service perspective, IT risks that could cause difficulty to the bank and
its customers include operational risks and legal risks, and can also result in banking risks affect-
ing liquidity and credit; the risk might impact a bank’s reputation at the end. The latest survey by
PWC (2013) showed there is a growing concern of fraud risks of banks in Indonesia including
collusion between customers and employees and risk through IT platform such as e-banking,
payment gateways, credit card, and debit card.

PBI Number 10/6/PBI/2008 and 6/8/PBI/2004

These Bank Indonesia (2013c) regulation, PBI Number 10/6/PBI/2008 and 6/8/PB1/2004, pro-
vides definition and explanation of implementation Real Time Gross Settlement System (RTGS)
and the risks involved. RTGS is a key system to provide real time settlement between two banks
that made fund transfer transactions through National Clearing System. Security and reliability
are the utmost important requirement to efficient financial resources use.

PBI Number 14/2/PBI/2012 and 11/11/PBI/2009

In 2012, Bank Indonesia (BI) released Regulation No. 14/2/PB1/2012 as an Amendment to the
2009 Bank Indonesia Regulation No. 11/11/PBI, both addressing ‘Card-Based Payment Instru-
ment Activities’ (Penyelenggaraan Kegiatan Alat Pembayaran dengan Menggunakan Kartu —
APMK) (Prabowo, 2013). The Regulation mandates the precautionary principle, consumer protec-
tion, and risk management of card-based payment systems. It also regulates transaction security
improvements in the form of transaction alerts to card holders; provisions on an interconnected
system; outsourcing issues and emphasizes BI’s authority over APMK permits and sanctions.
This regulation also addresses international PCI-DSS standards for online transaction security
(Prabowo, 2013). With the above regulation, credit card applicants will encounter stricter re-
quirements, such as age limit of applicants, credit card limit and minimum income of applicant, to
get their credit card approved, as publicized by Kompasiana (2012).

Law No. 11 of 2008

This Electronic Transaction Act (Republik Indonesia, 2008a) also known as the “ITE law”, im-
plements major aspects of the United Nations Commission’s model law, the International Trade
Law, concerning Electronic Information and Transaction. Special emphasis is placed on cyber-
crime and data security in Indonesia. The ITE Law requires personal consent when acquiring and
using personal data via electronic media. However, the law recognizes the functional equivalence
where e-transactions replace traditional transactions. This law caused much debate before pas-
sage. It has since resulted in a number of high-profile charges but also been subject to judicial
review. The Ministry of Communication and Informatics (2013b) recently has planned to revise
certain sections of the law abused by high ranking government officials for political reasons. To
further enforce the law, Ministry of Communication and Informatics (2013c¢) has also recently
signed a Memorandum of Understanding with the Law Enforcement Authority, i.e. Indonesia Na-
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tional Police, especially in the area of cybercrime, including hacking, cracking, online credit
fraud and online gambling.

Law No. 14 of 2008

With the political reform after a financial crisis in Indonesia since 1998, the Indonesia central
government has since decentralized delivery of basic services to local governments through estab-
lishment of Law no 22 of 1999, as reported by United Nations Development Programme (2001).
With the need for transparency, accountability and professionalism within the local governments,
anew law no. 14 of 2008 (Republik Indonesia, 2008b) was established to govern public informa-
tion openness. The law, also called Act of the Republic of Indonesia Number 14 of 2008, en-
courages public participation in the public policy making process. At the same time, the law de-
fines information categorized as public information. Public information shall not be disclosed, if
the information may impose harm to the state government, or the information may cause unfair
business competition, or the information relates to privacy rights or professional secrecy, or if the
requested information is not yet under control or documented.

Law No. 36 of 2009

This Law, concerned with health (Republik Indonesia, 2009), has more than 200 articles and cov-
ers many aspects of health from providers, services, and technology to data privacy of personal
health information. Article 57 assures the confidentiality of personal health information managed
by health care providers.

Regulation No. 82 of 2012

This regulation no 82 of 2012, on the Operation of Electronic Systems and Transactions, which
enhances Law no 11 of 2008 by addressing specific issues, defines important requirements relat-
ing to electronic systems, including electronic transactions and agents, digital certifications, digi-
tal signatures and domain names. According to Robinson, Scott, and Dawborn (2013) and Re-
publik Indonesia (2012), the Regulation applies widely to individuals, government agencies and
other organizations that provide services, provide or operate e-devices, or perform electronic pro-
cedures for users with intent to prepare, process, analyze, store, display or disseminate electronic
information that can be understood by any germane person. Such entities are known as “Elec-
tronic Systems Providers.” Executive Director of ICT Institute in Indonesia, Heru Sutadi, men-
tioned in Indotelko (2013) that implementation of the law will be generally weak for 2 reasons:
the law limit itself to organization that provide public service and the law also do not state spe-
cific penalties for violation of the law.

Summary

With the continuation of digitalization of information and the rapid growth of using the Internet
as the means for personal, business and governmental practices, Indonesia began to enact laws
and regulation, since 2007. These laws concern information security and cover electronic trans-
actions, payment systems, and health data privacy. Some of the regulations adopt international
standards such as the ISO standard and/or COBIT. Other laws or regulations are still newly es-
tablished and are not specific enough in terms of coverage and details, and are subject to amend-
ment and revision in the future to adapt to the changing needs of Indonesia. The Ministry of
Communication and Informatics has been leading the effort in bringing information security prac-
tice into governmental services for the public. However, the Indonesia Central Bank is the lead-
ing organization establishing regulations for banks and other related institutions, including com-
mercial companies, to ensure safe and secure electronic transactions that involve banks and other
intermediaries.
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The implementation of law and regulation in Indonesia is generally weak and it is generally due
to either a lack of clear and defined penalties for violating specific laws or weak enforcement by
the law enforcement officials. Government assertiveness to punish violators, which commonly
involve corruption, is urgently needed. Hence, the government is now forging ahead in improv-
ing governance within its governmental institutions using continuous monitoring by the Corrup-
tion Eradication Commission. This commission was established in 2002, backed by the new law
Komisi Pemberantasan Korusi (2002). Influential government officials demonstrating clean and
good governance and leadership capabilities have become a theme for political figures in the up-
coming general election, scheduled for April 2014. This is exemplified by one political figure,
the governor of Jakarta, who acted to secure IT systems that will store the 2014 Indonesian gen-
eral election information, as published in Antaranews (2014).

European Union (EU)

One of the targets of the EU is to harmonize the legal situation in the 28
Member States comprising a population of over 500 million residents.
As a result, the national legislation in each of these countries is strongly
influenced by EU-directives, which often provide a framework for the
national legislator rather than to cause immediate effects. The legal
provisions concerning IT security in Germany, the nation described next,
does adhere to this European Union (EU) regulation.

In 1998 the European Union agreed to implement a Directive on Data Protection to restrict the
flow of personal information within the EU member states, and to provide basic privacy rights
(Stallings & Brown, 2012). These privacy rights ensure organizations secure the information,
inform persons of the information they have collected, and use the information only for the pur-
poses intended. It enables individuals to access and request correction to the data, and restrict
forwarding to third parties.

Until recently, there were only a few directives dealing with the security of information technol-
ogy systems. There is no detailed prescription that specifies what must be done to ensure IT secu-
rity. The EU created the European Network and Information Security Agency (ENISA) in 2004,
to enable an exchange of information regarding IT security matters between the Member States.

The EU regulatory framework expects telecommunication companies to perform risk manage-
ment and report security incidents. In August 2013 the EU put into force a Commission Regula-
tion (“Regulations,” 2013), which pledges telephone companies and internet service providers to
report data security breaches to the national authority in charge. If personal data is affected, the
companies are obliged to inform their customers. The customers do not need to be informed if the
data is encrypted, which renders the data unreadable. Additionally, all entities that process per-
sonal data are required by EU’s data protection regulation framework to implement security
measures to safeguard this data. The European Union Law (2013) also tries to establish provi-
sions to harmonize the criminalization of specific attacks against information systems across the
EU. Lastly, in January 2013, the European Union set up the European Cybercrime Center as part
of the European Police Office (EUROPOL).

Since IT security in information society is crucial, the European Commission (2013) drafted a
proposal for a ‘CyberSec’ Directive to establish measures to achieve a high level of network and
information security (NIS) consistently across the EU. By this directive, the Member States shall
be obliged to establish competent authorities, to whom enterprises can report security incidents.
Furthermore, these authorities shall create a network to operate at the EU level. Eventually com-
panies in specified critical sectors and public administrations will be required to perform risk
analysis and act to implement sufficient and appropriate measures to assure NIS.

102



Johnson, Lincke, Imhof, & Lim

Germany

Germany is the nation with the highest population in the European Union, with nearly 81 million
persons (CIA, 2014). It is also a major economic and political power
within the EU, as well as a historic leader in technical fields: In 1936-
1938, Germany's Konrad Zuse developed the first electro-mechanical
binary programmable computer: the Z1. In 1970 the federal state of
Hessen passed its first national data protection law.

Within Germany exists a wide range of provisions concerning IT security. In general they do not
prescribe a certain specified security level but describe global targets to be reached, such as a
state-of-the-art security level (Eckhardt, 2008). The most important provisions are the following,
which can be classified in three groups concerning civil law, public law and criminal law.

Civil Law: German Civil Code Sec. 276 (as of 2013)

Because the Civil Law affects the relationship between legal entities, primarily it shall be up to
those who establish such a relationship to determine the level of security they consider appropri-
ate. In case an agreement on IT security is missing, Sec. 276 of the German Civil Code estab-
lishes the obligation to act with due care. In simple terms, due care means to obey the state-of-
the-art level of security. Unfortunately, this level is not explicitly specified by law. Jurisdiction
would refer to technical guidelines as ISO or DIN (German Institute for Standardization, a non-
governmental organization) to decide whether the defendant acted sufficiently carefully. Com-
mon standards in Germany are:

e ]SO 270XX (comprising a family of information security standards) (International Stan-
dards Organization [ISO], 2007);

e Evaluation of IT-products according to the Common Criteria for Information Technology Se-
curity Evaluation (CC), similar to the US Orange Book (TCSEC) (Common Criteria, 2013)

In the future, the Federal Office for Information Security (2013) (BSI) shall certify the security
level of companies upon request. Today, as a service for all users of information technology, the
BSI investigates [T-related security risks and provides information on uncovered threats and
risks, as well as suitable IT solutions. The results of such investigations are highly esteemed by
German companies at least as a basic standard of IT security.

According to German law, managers of enterprises in Germany are responsible for a high security
standard for their company. Company Law obliges managers to act with the due care of a pru-
dent and professional businessman. This covers technical measures such as firewalls, virus scan-
ner, data encryption and data backups, as well as instructing employees to use the company’s de-
vices properly (Schultze-Melling, 2008).

Despite the high demands on IT security, there are no relevant judgments known concerning this
subject. The reason for this may be that breach of IT security standards is a very delicate issue
and companies do not want to clear this in public through a trial.

Public Law: Data Protection Law, 1979, 2009
and The Federal Act, 2013

Data protection provisions have the most important impact with regard to IT security. The legal
basis for the security of personal information in Germany is the constitution, where it is deemed a
human right. This justifies classifying the Data Protection Law as Public Law. Nevertheless it
also has Civil Law aspects. Data protection is highly harmonized within the European Union, but
German provisions are said to be the most demanding. Jansen, Hinzpeter, & Schwarzbart (2013)
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report that the law forbids the use of personal data unless a legal exception exists or the person
whose data are affected approves the use of the data.

As a reflex of the protection of personal data, every single data processor is obliged to secure the
data according to specified legal rules. In particular, Section 9 of the Federal Data Protection
Act, requires state-of-the-art measures be taken appropriate to the type of personal data to be se-
cured: (Datenschutz und IT-Sicherheit, 2012).

e Authorization/Access: to prevent IT systems from being used without proper authority
e Access Control: to prevent unauthorized people from gaining access to personal data
o to ensure that people have access only to the data for which they are authorized,
o to safeguard that personal data cannot be read, copied, changed or deleted with-
out authorization during processing, usage, or storage.
e Transmission Control: to ensure that personal data cannot be read, copied, changed or
deleted without authorization during transmission,
o to determine and establish where personal data may be transferred or dissemi-
nated,

e Availability Control: to protect personal data from accidental loss and destruction.
Beyond data protection, other provisions of Public Law refer to the secure storage of accounting
records and business correspondence. The purpose of these provisions is that the data is accessi-
ble especially for tax administration. Technical details with respect to security levels are not
technically specified.

For German Companies which are part of a group of companies, foreign law may apply as a re-
flex. In case the company itself or the parent company is listed in the United States, the security
provisions of the Sarbanes Oxley Act (described later) must be observed.

In parallel with the legal framework for IT security agreed upon within the European Union, in
March 2013 the Federal Government drafted the Federal Act to Increase the Security of IT-
Systems. Companies that are important for the communication infrastructure, like telecommuni-
cation companies or huge internet platforms, shall obey state-of-the-art standards. The target is to
secure information infrastructure. To determine the security level to be reached, the representa-
tives of the telecommunications industry and the platform operators may jointly develop stan-
dards. Enterprises which realize a security breach have to report this to BSI.

Criminal Law: Criminal Code, (as of 2013)

The change towards information society revealed the importance of information and the depend-
ency on information. As a consequence, the legislator amended some provisions to protect digital
data and the security of information systems (Borges, Stuckenberg, & Wegener, 2013):

unlawfully obtaining data for oneself or someone else that was not intended for them and
is specifically protected against unauthorized access (sec 202a Criminal Code)
unlawfully intercepting data not intended for this person or another either by technical
means from a non-public IT facility or from that IT facility’s transmission (sec 202b
Criminal Code)

unlawfully deleting, suppressing, rendering unusable or altering data (sec 303a Criminal
Code)

interfering with IT operations of significant importance to another by, amongst other
things, “destroying, damaging, rendering unusable, removing or altering a data process-
ing system or a data carrier” (sec 303b Criminal Code)
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e deleting, suppressing, rendering unusable or altering legally pertinent data, which are not
(exclusively) at this person’s disposal, with an intent to cause damage (sec 271 no 2
Criminal Code)

e violation of the telecommunications secret (sec 206 Criminal Code)

Summary

While Germany is in line with the international security guidelines imposed by the EU, the EU
only focuses on certain industries, such as telecom-providers or larger platforms like Facebook,
Google etc. European directives do not apply to sec. 276 Civil Code or to the criminal law in
general. German law refers to due care and expects state-of-the-art implementation and depends
on international standards as a foundation for good security. The definition of what is state-of-
the-art is very much driven by jurisdiction. Since there are no decisions defining the level of IT
security in Germany, a slight uncertainty of what must be done in this context remains.

Germany distinguishes between Data Protection and IT Security. Data Protection means legal
restrictions for those who (legally) possess personal data not to abuse the data by publishing it or
transferring it to other people without just cause. IT Security, instead, safeguards secure informa-
tion (any information, including personal data) from being accessed by unauthorized people.
Data protection is very seldom subject to legal action. With respect to Germany, breaches of IT-
security are not brought to court, but are instead handled privately.

United States

The United States has a total population in 2014 of approximately 319 million people, making it
the fourth-most populous country in the world (after European Union and before Indonesia) (CIA,
2014). The ENIAC, recognized as the first general purpose electronic
computer, was developed by the American Army during WWII in 1946.
The United States invented early standards of the Internet and TCP/IP.
The Internet standard evolved from ARPANET, which was first
deployed in California in 1969 (Mitcham, 2005).

American information security regulation is a history of problematic crime addressed with strong
compensatory regulation. Each regulation tends to specifically address committed crimes.
Therefore, regulation tends to be piecemeal and non-systemic. These regulations will be ad-
dressed in historic order, with heavier emphasis on important or more computer-relevant regula-
tions.

Family Educational Rights and Privacy Act (FERPA), 1974,
and Other Student Protection Laws

FERPA protects personally identifiable information (PII) such as name, social security number,
and student number (Grama, 2011). Although not listed as PII, grades are also protected. Stu-
dents and their guardians at public institutions shall be able to view their records, request correc-
tions to their records, and receive a disclosure notification annually, which tells students of their
FERPA rights. Schools may disclose some defined directory information for students, but must
enable students to opt out.

Other student-related regulation includes (Grama, 2011):

e  Children’s Online Privacy Protection Act, 1998: Protects children’s privacy on the Inter-
net, and requires parental consent before collecting personal information.

e Children’s Internet Protection Act, 2000: Schools receiving federal funding must filter
web content for children (e.g., pornography).
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Computer Fraud and Abuse Act, 1984,
and Other Computer Abuse Laws

This regulation protects against traditional cracking, including trespassing a Government or other
‘protected’ computer, which is any computer that participates in interstate or foreign commerce or
communications (Bragg, Rhodes-Ousley, & Strassberg, 2004). The law also protects against
fraud and malware. To simplify, a misdemeanor becomes a felony crime, with $5,000 damage or
a threat to public safety, national security, or physical injury, or if the crime includes financial
gain, commercial advantage, or criminal intent.

Related or logical extensions to this law include (Bragg, et al., 2004; Grama 2011):

e Electronic Communication Privacy Act, 1986: Disallows eavesdropping of network (fel-
ony) and stored data (misdemeanor).

e Child Protection and Obscenity Enforcement Act, 1988: Prohibits known possession of
any printed, video, or digital file containing child pornography, which is transported
across state lines.

o Identity Theft and Assumption Deterrence Act, 1998: Identity theft can result in 15-20
years in prison

e Anti-Cybersquatting Consumer Protection Act, 1999: Entities may sue cybersquatters,
who acquire a domain name which is a registered trademark or trade name for another
organization.

e Homeland Security Act, 2002: Enables the government to intercept electronic communi-
cations for national security purposes. It also makes unauthorized access to stored data a
felony, when commercial gain, malicious destruction, or a criminal or tortuous act is in-
volved.

e Controlling the Assault of Non-Solicited Pornography and Marketing, 2003: Commercial
e-mailers must follow specific requirements.

e Etc.: Patent Act, 1952; Trademark Act, 1946; Copyright Act, 1976; Digital Millennium
Copyright Act, 1998; Economic Espionage Act, 1996, 2012: These all deal with patents,
copyright, trademarks, which are beyond the scope of this paper.

The Health Insurance Portability & Accountability Act (HIPAA),
1996

The HIPAA Act of 1996 included a Title 11, which initiated a standard for the exchange of elec-
tronic health information, and regulated the protection of personal health information. This pri-
vacy protection is defined in the Privacy Rule, which protects health information whether or not it
is computerized; and the Security Rule, which specifically applies to computerized health infor-
mation. The original law lacked sufficient force, and thus the HITECH Act passed in 2009 to
strengthen penalties, protect patients who had been harmed, require breach notification, and en-
sure compliance by health care providers, insurers, as well as their consultant ‘Business Associ-
ates’ (Kempfert & Reed, 2011). Since many businesses consult for health care organizations or
maintain nurses offices, HIPAA/HITECH applies widely.

The release of personal health, addiction, or mental health information can result in social isola-
tion, employment discrimination, and a denial of lifesaving insurance coverage. Example abuses
include that a Midwest banker and county health board member, who matched customer accounts
with patient information. He called due all home loans of cancer patients (Dalgleish, 2009).

Blue Cross Blue Shield in Tennessee had 57 hard disks stolen, releasing medical information and
social security numbers for over one million people (Dowell, 2012). Eli Lilly and Co. acciden-
tally disclosed over 600 patient email addresses by sending one email, without blind copy, to all

106



Johnson, Lincke, Imhof, & Lim

registered persons who had requested reminders to take their Prozac prescription (Dalgleish,
2009).

The Privacy Rule: The Privacy Rule ensures that health care providers maintain policies regard-
ing patient privacy, including that health information are not to be used for non-health purposes,
such as marketing (Dalgleish, 2009; Kempfert & Reed, 2011). Workers shall have minimum ac-
cess to patient information, sufficient only to do their jobs. Privacy safeguards should be reason-
able, (e.g., privacy curtains) but not to be expensive, such as private, soundproofed rooms.
Health care organizations must track both allowed and unintended disclosures of patient informa-
tion. Patients have a right to obtain their patient information, request corrections, and to know
who has accessed their health information, and shall receive a Notice of Privacy Practices, indi-
cating privacy policies from their health care providers.

The Security Rule: The Security Rule recognizes that Confidentiality, Integrity, and Availability
are all important in protecting Electronic Protected Health Information (Dalgleish, 2009;
Kempfert & Reed, 2011). This regulation is based on risk management, to ensure that security
costs correspond with risk. The goal of the regulation is that it is scalable, technology independ-
ent, and comprehensive. The regulation outlines technical, administrative, and physical security
requirements, while avoiding the mention of specific technologies. Briefly, administrative re-
quirements include risk management, alarm/log monitoring, periodic policy review/audit, and
personnel management including sanction policies. Physical security requirements include a
physical security plan, business continuity plans, change control, workstation acceptable use
plans, and controls for devices and media (describing proper repair, disposal, and backup). Tech-
nical controls include individual authentication controls, automatic logoff/lockout, encryption and
integrity controls, and event/transaction logging.

Gramm-Leach-Bliley Act (GLB), 1999

This act, also known as the Financial Services Modernization Act, applies to consumer financial
transactions. It protects personal information such as: social security numbers, financial account
numbers, credit card numbers, date of birth, transactions with financial institutions, and name,
phone, and/or address when combined with financial account numbers (Grama, 2011).

There are three components to this regulation (Grama, 2011). The Privacy Rule requires that fi-
nancial institutions communicate a Notice of Privacy Practices to its customers. The Pretexting
Rule outlaws social engineering to obtain customer information, and requires that organizations
include security awareness training for employees. The Safeguards Rule requires financial insti-
tutions develop an information security program that describes the administrative, technical, or
physical controls used to protect personal financial information. This program must include a
designated employee to coordinate security, a risk assessment program, control over contractors,
periodic review of policies, employee training, and an incident response program.

The major problem with GLB was that it applied only to financial institutions, and not to the myr-
iad of retailers and other companies that provide credit. Thus, its scope was too limited.

Identity Theft Red Flags Rule, 2007

A follow-up regulation to GLB, the Identity Theft Red Flags Rule, was passed in 2007 to further
minimize identity theft (Grama, 2011). It applies to any creditor, including those who provide
credit card accounts, utility accounts, cell phone accounts, and retailers who provide financing.
These organizations must provide a written ‘Identity Theft Prevention Program’, which addresses
for their company how Red Flags should be detected and handled by their employees. Agencies
regulating this rule established five categories and 26 examples of red flag situations.
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Sarbanes-Oxley (SOX) Act, 2002

During the 1990s and early 2000s, there were a number of corporations who suffered serious and
highly publicized accounting fraud (Hoggins-Blake, 2009). In 2001, Enron was reported to issue
statements misleading regulators and the public, and using aggressive accounting techniques in
reporting profits. In 2001 and 2002, WorldCom charged expenses as capital expenses, and re-
ported millions in profit, when they should have reported losses. Arthur Andersen LLP, an ac-
counting and audit firm, did not follow General Accepted Accounting Practices, thereby assisting
in the misleading financial reports of WorldCom, Enron, Sunbeam, and Waste Management Sys-
tem.

SOX passed in 2002 to protect stockholders, employees, and other stakeholders. Its general pur-
pose is to address securities fraud, define ethics for reporting finances, increase transparency of
financial reporting to stockholders and consumers, ensure disclosure of stock sales to executives,
and prohibit loans to top managers. Section 404 of SOX requires that auditors newly report on
internal controls, which management must certify (Ramos, 2006). Internal control is divided into
Process Activity Level and Entity Level controls. Process Activity controls require the documen-
tation of processes and transactions for specific business functional areas, and can be documented
as a walkthrough for significant transactions. Entity Level controls address cross-cutting services
for many business functional areas, such as IT, personnel, and risk management. Both areas ad-
dress both accounting and information systems, but the Entity Level control area is most specific
when addressing information systems.

ISACA’s COBIT documents Section 404 requirements for information security. To establish
Entity Level controls for quality and integrity of financial information (thereby minimizing
fraud), the computing environment is best controlled with an implementation of IT best practices.
COBIT defines best practices for the IT lifecycle: Evaluate, Direct and Monitor; Align, Plan and
Organize; Build, Acquire and Implement; Deliver, Service and Support; and Monitor, Evaluate
and Assess, thus deriving 37 detailed objectives (ISACA, 2012). These objectives range from
“Ensure Risk Optimisation” to managing security, configuration, problems, and continuity, to
“Monitor, evaluate and assess performance and conformance”. This comprehensive standard de-
fines a Process Capability Model, which enables an organization to progress to sufficiently high
maturity levels.

Federal Information Security Management Act (FISMA),
Part of E-Government Act, 2002

The E-Government Act of 2002 was designed to protect government information related to eco-
nomic and national security interests after the September 11, 2001 terrorist attacks. Title III,
FISMA, authorized the National Institute for Standards and Technology (NIST) to develop asso-
ciated standards. FISMA must be adhered to by federal agencies, their contractors, and other en-
tities whose systems interconnect with U.S. government information systems. FISMA also set in
place the US-CERT, which is a national incident response center. This regulation is important,
since Federal chief information officer Kundra said in 2010 that government computers are at-
tacked millions of times each day (Grama, 2011).

The areas that FISMA addresses include (NIST, 2006): access control, security/regulation
awareness and training, audit and accountability, certification, accreditation, and security assess-
ments, configuration management, contingency planning, authentication and access control, inci-
dent response, maintenance, media protection, physical and environmental protection, security
planning, personnel security, risk assessment, control of systems and services acquisition, system
and communications protection, and system and information integrity.
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State Breach Notification Laws, 2003 and later

Forty-six states and four territories have passed regulations requiring entities to notify persons
when their personal information has been involved in a security breach (State Security Breach
Notification Law, 2013). The law was first enacted in California in 2003, and enforced in 2005
when ChoicePoint learned that an identity theft ring had pretended to be customers, and possibly
took personal information for over 150,000 people (Grama, 2011).

Breach notification laws apply to any entity that deals with nonpublic personal information,
which includes: Social Security number, driver's license number, state identification card number,
and financial account number, possibly with its access code or password. Some states may also
include medical or health insurance information.

When a breach of private information is determined, the entity must notify the affected persons in
a timely manner. Often, the disclosure notification must inform the victims of the breach, include
the (estimated) date and nature of the breach, indicate steps the data collector plans to take or has

taken regarding the breach, and may require contact information for consumer reporting agencies

and/or a statement advising recommended actions. This information may be provided in written

or electronic form.

In many states, stolen personal information that is encrypted is exempt from disclosure — as long
as the encryption key was not also acquired. Personal information shall be disposed of in a way
that ensures the personal information is undecipherable. Proper disposal methods for paper
documents include redaction, burning, pulverizing, or shredding. Disposal methods for electronic
and other media include destroying or erasing the media.

Civil penalties may apply in the range of $10-$2000 per affected person, with a maximum total
penalty of $50,000-$150,000 per breach situation (State Security Breach Notification Law, 2013).

Summary

When security offenses are evaluated by U.S. court system, risk management weighs in heavily.
Most commonly, large companies found to violate security regulation have had to pay millions of
dollars to government agencies, and are often set up with a special program of remediation and
monitoring for an extended period of time (e.g., CVS, ChoicePoint, TJX (Grama, 2011)). These
major penalties play an important role in the risk management process, and ensure security com-
pliance.

The current security issue, introduced by Edward Snowden’s release of government data, is
American and international privacy from government intrusion. The NSA has requested or ma-
nipulated companies to water down encryption algorithms; install backdoors in software prod-
ucts; as well as provide communication data from social networking sites (Perlroth, Larson, &
Shane, 2013). This is an issue being discussed by all three branches of the U.S. government, as
well as by the public and corporate America.

Analysis

We conclude that the developing nations we evaluated are addressing information security, even
if their security regulations are fairly recent. This is positive, since much trade is international in
scope.

One interesting comparison is the frameworks used by India, Brazil, and Germany, versus the
United States. Regulations of the three former nations focus on information security, while the
U.S. focuses on information security. Nations focusing on infoermation security describe the
information types to be protected and then state or imply that formal security standards should be
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followed. When countries focus on information security, part of the regulation specifies the in-
formation to be protected, while the majority of the regulation focuses on the technical, adminis-
trative and physical requirements for security. For example, Germany focuses on information
security, because the security implementation requirements are minimally specified. We con-
clude that the U.S. takes a tactical approach, mandating specific security implementations per
industry, while Germany takes a strategic approach, assuming adherence to international stan-
dards and being non-specific about security implementations. Similarly, Indonesia refers to OSI
and COBIT as international standards.

A second implementation issue is how security regulation should be enforced: according to strict
standards or risk management? In the U.S., due care means that risk management has been used
to ensure that security is sufficient for the job; whereas traditionally in Germany due care means
implementation according to an international standard. This indicates a difference in fundamental
view: in the U.S., security should be proportional to the problem/organization, with smaller com-
panies paying less for security than bigger organizations, but with certain mandated requirements.
Indonesia also mandates risk management, particularly in banking-related regulation. In Ger-
many and India, security is guaranteed for the public, and all must meet security standards. In
Europe, the approach in determining legal responsibility appears to be changing, at least for some
industries. The 2013 proposed ‘CyberSec’ Directive, which addresses public agencies, telecom-
munications and other critical sectors, mandates risk management to safeguard security.

o The borderless Internet is currently causing some legal issues across nations due to cul-
tural values. Specifically, many issues relate to different cultural and economic issues
across the world. Some current issues include:

e Surveillance State: Snowden’s releases indicate that American government spying is
widespread and intrusive both within and outside the United States. Obama has admitted
that government spying occurs to counter terrorism, to defend against cyber-attacks, and
for national defense reasons (New York Times, 2014). China’s cybertheft, directed by
units of the People’s Liberation Army, has used Advanced Persistent Threat methods to
target intellectual property designs of many international commercial products as well as
foreign government spying (Verizon 2013 Data Breach Investigations Report, 2013 and
Rauscher, 2013). Other governments, including Israel, Britain, India, Russia, Brazil,
North Korea, the U.S., and several Middle Eastern countries pay more than the $150,000
price that Microsoft will pay to hacker organizations per bug for zero-day attacks
(Perlroth & Sanger, 2013). These cyber-spying problems threaten to restrict democracy
but also reduce trust in commercial products from surveillance state nations, until the is-
sue is resolved.

o Internet Restrictions: China strictly restricts criticism of the government. The U.S. re-
stricts Internet sites that “pose an imminent threat of producing serious lawless action”
(Rosen, 2012), but also collects information about personal contacts and apparently has
manipulated encryption in mobile devices (Dourado, 2013). Germany and France restrict
web sites featuring (among other things) holocaust denial (Rosen, 2012).

e Privacy or Right to be Forgotten: Europe and Argentina permit their people to have the
ability to remove objectionable personal information from the web (Rosen, 2012). Brazil
is in the process of passing the most substantial privacy regulation that protects eth-
nic/racial information, religious, philosophical or moral beliefs, sexual preference, and
extensive health information as part of its Marco civil legislation. The U.S. believes
strongly in (truthful) free speech, and tends to minimize protected information to health,
financial, and identification information.

110



Johnson, Lincke, Imhof, & Lim

e Copyright Materials on the Web: Search results may point to illegally used, copy-
righted, materials. Copyright owners may request that these materials not be displayed as
search results. When web search engines comply, these search engines are provided a
safe harbor under the U.S. Digital Millennium Copyright Act. Issues include search en-
gines not under American control, and copyrighted images showing up in searches.

As time passes, it will be interesting to see how legal cases differ in solution based on the differ-
ent approach taken.

We have also seen the increasing role of industry-oriented standards. First, many nations depend
on these standards, since their regulation is non-specific, assuming adherence. Secondly, these
standards become de facto law, when contracts specify adherence or companies/countries expect
certification. This is particularly helpful for nations who lack security law. The most prominent
and emerging industry standards include PCI-DSS (PCI, 2013), ISO 270xx (ISO, 2013), Com-
mon Criteria (2013), and Open Group (2013).

Conclusion

This paper has reviewed how information security is implemented across six nations, four conti-
nents, and in both developed and emerging economy nations. Security regulation is coming of
age, but is being developed in different ways, for different reasons, and is emphasizing different
focuses. We have noted that some countries’ regulation refer to security goals, while others spec-
ify detailed implementations in their regulations. Some nations simply specify security goals,
while others require risk management. The way nations define and protect personal privacy dif-
fers. Finally, some nations provide freer rights in use of the Internet, compared to others. These
national changes are influenced by the cultural norms of the society and have different advantages
and disadvantages. Organizations that span nations should not assume that security regulation in
their home country applies everywhere.

Finally, it is impossible to ignore the increasing role of industry-oriented standards in ‘mandating’
security.
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