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ABSTRACT

Aim/Purpose The current study aimed to explore the perceptions of school stakeholders on
their responsibilities towards cybersafety and to propose a cybersafety commu-
nity of purpose to mitigate cybersafety challenges in marginalised schools.

Background The COVID-19 pandemic accelerated the adoption of information and com-
munication technologies in education. In the post-pandemic era, schools are in-
creasingly using technologies in curriculum delivery, data management, and
communication. The increased access to cyberspace, however, exposes schools
to cyber risks and cyberattacks.

Methodology The study employed a qualitative exploratory methodology using case studies of
four marginalised schools located in the Western Cape and Limpopo provinces
of South Africa. We collected the data via semi-structured interviews of thirty
participants who were stakeholders in a school context, including learners, edu-
cators, social workers, parents, and community leaders. Data analysis was based
on an inductive approach with themes derived from data and the literature re-
view.

Contribution Using the social-ecological framework, the study showed that effective cyber-
safety is an ecological phenomenon that requires the understanding and in-
volvement of individuals, the family of learners, and the school, in a community
context. The study contributes to the body of knowledge by suggesting a bot-
tom-up cybersafety community of purpose activity system for marginalised
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schools. Such a cybersafety community of purpose activity system would allow
stakeholders to work together to gather resources and acquire actions that
would lead to a cybersafe and cyber resilient school environment as an out-
come. The activity system highlights the interrelationships between school
stakeholders as they use cyberspace and how they can achieve the required out-
comes, the family of learners, and the school, in a community context.

The findings of the study indicate that there is a disconnection in terms of cy-
bersafety among school stakeholders in marginalised schools. There is a lack of
clarity among stakeholders in terms of who is responsible for cybersecurity in
the school context.

We propose that a bottom-up cybersafety community of purpose within an ac-
tivity system would be an effective way to ensure the safety of school stakehold-
ers as they use cyberspace.

Researchers should implement the cybersafety community of purpose activity
system in marginalised schools to determine its effectiveness.

A cybersafety community of purpose would bring together all stakeholders
within a school context, leading to effective cybersafety initiatives for a positive
cybersecurity culture and cyber resilience within a school context.

Future studies should adopt a design science approach to create and implement
the cybersafety community of purpose activity system to determine its effective-

ness.
Keywords cybersecurity, cybersafety in education, community of purpose, marginalised
schools
INTRODUCTION

The digital age has led to an increasing number of activities in different aspects of life being moved
to cyberspace. In the education sector, the use of information communication technologies (ICT's)
was accelerated by the COVID-19 pandemic, which led to the digitisation of most processes in the
school, including curriculum delivery, data management, and administrative tasks (Torres & Thomp-
son, 2020). In the digital age, schools have become caretakers of large data sets that include personal
information, such as parents, learners, and educators (Richardson et al., 2020). Further, a growing
number of learners are using digital devices to access cyberspace. All these highlight the importance
of cybersecurity in schools (Kritzinger, 2020; Shambare et al., 2022).

South Africa is one of the most networked countries in sub-Saharan Africa, with a growing number
of individuals who use online services (Mabece et al., 2017). As in most countries in sub-Saharan Af-
rica, the pandemic increased the uptake of ICT's in schools. The increased dependence on the inter-
net has become prominent in the social lives of stakeholders in school contexts. These stakeholders
include parents, learners, educators, managers, administrative staff, and other entities in the commu-
nity (Kritzinger, 2016). Cybercriminals, however, lurk in the virtual world to exploit the vulnerability
of users to execute cyber harm. Unlike countries and corporate organisations, schools with limited
tinancial resources might not be prepared to deal with cyber risks, leaving the various stakeholders in
the school context vulnerable to cyberattacks (Magunje & Chigona, 2024a). In the South African
context, marginalised schools are not adequately equipped to guarantee the cybersafety of their stake-
holders since they operate under frugal conditions (Chigona et al., 2016).

We define marginalised schools as rural and low-income urban schools operating under constrained
tinancial conditions with limited resources to meet all their needs and provide a wholesome learning
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experience for learners. These schools are inundated by several ICT-related challenges, including lim-
ited digital resources, cybersecurity and cybersafety knowledge and skills, and digital illiteracy among
school stakeholders, leading to cybersecurity vulnerability (Magunje et al., 2024).

Cybersafety interventions within marginalised schools should focus on the empowerment of school
stakeholders with a cybersecurity agency that leads to responsible online safety to achieve cybersafe
school environments. Cyber resilience entails the ability and agility to withstand and overcome chal-
lenges that can be presented by the future of cybersecurity (Stuparu, 2020). Nations and corporate
organisations encourage the formation of communities to share information across a region as they
seek to ensure cybersafety and cyber resilience (Tagarev & Sharkov, 2016). The latter authors empha-
sise a holistic approach to cybersecurity and resilience of all interconnected segments that brings to-
gether various stakeholders (Shapira et al., 2021).

Disconnection among various stakeholders on cybersecurity within a school community exposes
stakeholders to cyber threats and attacks. We postulate that marginalised schools can benefit from a
community of purpose cybersafety activity system. By bringing stakeholders together, the cybersafety
of everyone in a school community can be strengthened, particularly for the learner who can be the
most vulnerable entity in a school context. Using the social-ecological framework, the current study
mapped out the stakeholders within a school context and the community at large that influence and
are influenced by cybersafety issues in a school (Bronfenbrenner & Morris, 1998).

A holistic approach to cybersafety interventions would address the issue of cybersafety through the
cultivation of a cybersafety CoP — also within marginalised schools. A community of purpose (CoP)
refers to a group of people who collaborate to support each other to achieve a common objective,
often driven by a strong sense of shared values or vision (Stukes, 2016). A community of purpose is
different from a community of practice. Unlike the latter, which entails a community of people with
similar characteristics, the former is a heterogeneous group with a shared purpose. In this case, the
shared purpose is the cybersafety of the school.

Through a CoP, vatious entities within the school community would be responsible for the commu-
nal cybersafety of the various school stakeholders. The success of a CoP would therefore be the ef-
fective involvement of all stakeholders towards cybersafety and cyber resilience in the school context.
The current study thus sought to answer the following research questions:

1. What are the perceptions of school stakeholders of their responsibilities towards cybersafety?
2. How can a cybersafety community of purpose work to mitigate cybersafety challenges in
schools?

Guided by the questions, the first objective of the current study was thus to explore the perceptions
of school stakeholders of their responsibilities towards cybersafety within the school context. ‘Per-
ceptions’ refer to an “individual’s construction of his or her reality, thus there is potential for percep-
tion to be affected by individuals’ self-concept” (Crandall et al., 2019, p. 75). Perceptions of school
stakeholders, therefore, depend on their individual knowledge levels and personal experience with
cybersafety-related issues (Maisikeli, 2020).

The second objective aimed to examine how a CoP within a school setting could help address cyber-
safety challenges. The study’s findings can assist ICT and education authorities in implementing cy-
bersecurity measures in rural schools, fostering a culture of cybersafety and cyber resilience in mar-
ginalised communities. The study’s contribution could unite community members such as social
workers, politicians, police, school officials, parents, and especially the learners, who are the most
vulnerable in a school environment, to collectively fight cyberattacks. A cybersecurity CoP in margin-
alised schools would promote cybersecurity awareness among school stakeholders, which would, in
turn, improve cybersafety for everyone in the community.
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LITERATURE REVIEW

CYBERSECURITY AND CYBERSAFETY

Cybersecurity is crucial in ensuring the preservation of the availability of information integrity and
confidentiality in cyberspace (Nam, 2019). The phenomenon has gained momentum in the digital age
and the post-pandemic era, where the internet has become a critical resource in most aspects of life.
Africa, like any other continent, is affected by many forms of cybercrime, which include cyberextor-
tion, identity theft, social media scams, violation of privacy, hacking, phishing, and publishing illegal
content (Eltahir & Ahmed, 2023; Marcum & Higgins, 2021). Cybersecurity is generally challenging in
most organisations. When young people are involved, it becomes even more complex. The issue of
online risks that may affect them should be taken into consideration, and counter-measures are
needed to support young people and their guardians, such as parents, educators, and school manag-
ers, including the awareness that learners have of the various cyberthreats and risks (Quayyum et al.,

2021).

Cybercriminals prey on the vulnerabilities and weaknesses of internet users with errors caused by
people inevitably remaining high, thereby limiting risk mitigations (Richardson et al., 2020). When
internet users practice poor cyber hygiene within school contexts, it compromises the users and gives
cybercriminals unauthorised access to school data or personal information (Williams & Joinson,
2020). In the South African context, the school curriculum does not explicitly provide for cybersecu-
rity education. There is, therefore, limited availability of cybersafety awareness and supporting mate-
rial, resulting in a lack of knowledge and skills regarding cybersafety in marginalised schools (Kritz-
inger, 2016). Nonetheless, the increase in cyberattacks among users in marginalised schools cannot
be underestimated, as studies have shown that stakeholders often fall victim to cybercrimes that in-
clude phishing, extortion, sextortion, and cyberbullying (Magunje et al., 2024; Magunje & Chigona,
2024b).

Without cybersafety awareness, internet users become the greatest threat to cybersecurity in an or-
ganisation. In a school context, cybersafety is compounded by the disparate populations within their
contexts that are associated with misuse of computer resources (Aliyu et al., 2010). When stakehold-
ers in school contexts are ignorant of cyber risks and continue to use digital technologies for educa-
tional and personal purposes with potentially irresponsible behaviour, they increase the surface attack
for cybercriminals (Ulven & Wangen, 2021). In this sense, surface attacks refer to the gap within an
institution, such as a school’s security, which cybercriminals could compromise, and these are the ex-
posed areas of a school that make the ICT's vulnerable to attacks (Giannakas et al., 2023). Mitigating
vulnerabilities is a key factor in improving safety at both individual and institutional levels within a
school setting.

Cybersecurity awareness is described as the level of users’ understanding of the importance of infor-
mation security and their responsibility to exercise sufficient information control over their data and
the data and networks of the institution (Alshaikh et al., 2019). An individual’s behaviour is deter-
mined by their knowledge and comprehension of cybersafety, including their beliefs, attitudes, per-
ceptions, and experiences (Bada et al., 2015). The faulty or uneducated way a user responds to an on-
going cyberattack can be a vulnerability, which may lead to further repercussions (Nam, 2019).

Within a school context, learners are especially vulnerable. They require significant support due to
their developing cognitive and social skills. They are at a stage of development where they are starting
to test boundaries while lacking self-regulation skills (Pramod & Raman, 2014). With cybersafety
knowledge and skills, learners can develop agency and adopt sustainable, secure online safety behav-
iours to participate more confidently in cyberspace (Renaud & Prior, 2021).
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MARGINALISED SCHOOLS IN SOUTH AFRICA

In South Africa, schools ate classified into quintiles as determined by the Department of Basic Edu-
cation (van Dyk & White, 2019), which reflects whether a school is situated in a marginalised or af-
fluent area. Schools are therefore classified into five categories, with Quintile 1 representing the
poorest school and Quintile 5 the least poor. Government financial support is allocated based on the
quintiles, as Quantile 1 to Quantile 3 schools do not pay fees. The financial support per learner is al-
located on a sliding scale, with Quantile 1 receiving the highest allocation. All schools used in the cur-
rent study fell under Quintiles 1 and 2 and were no-fee schools.

During the apartheid period in South Africa (1948-1994), black settlements known as townships were
institutionalised communities based on racial discrimination associated with migrant labour. The
apartheid legacy has also led to the sprawling informal settlements in metropolitan areas in South Af-
rica over the past 25 years (Burger et al., 2017). In democratic South Africa, both townships and in-
formal settlements are associated with high population densities. In these settlements, high unem-
ployment rates and incremental rates of substance abuse and crime are common social ills (Chikoto,
2009). Similarly, rural areas are generally remote and relatively underdeveloped. Many schools, there-
fore, lack the necessary physical resources and basic infrastructure for sanitation, water, roads,
transport, electricity, and ICT's (du Plessis & Mestry, 2019)

The use of mobile phones in South Affrica has increased considerably, which has driven internet pen-
etration levels high (Mojapelo, 2020). South Africa is one of the most connected countries in Africa.
Connectivity has, however, led to a large number of cybercrime victims (Snail ka Mtuze & Musoni,
2023). An increase in cyber incidents, such as accidental data exposure or compromised websites,
shows that South Africans are inexperienced and lack technical alertness when operating in cyber-
space (Potgieter, 2019).

Data management is especially critical in South African schools, as the Department of Basic Educa-
tion has implemented the South African School Administration Management System (SA-SAMS) for
data management in all schools in the country (Magunje & Chigona, 2024a). Further to this positive
development, various stakeholders in a school context detive benefits from cyberspace, including
teaching and learning, administrative tasks, socialisation, and entertainment (Kritzinger, 2020). The
increase in cyberattacks in educational institutions due to the large amount of personal information
that these institutions hold has, however, highlighted the need for an increased culture of cybersecu-
rity in schools (Chen & Shen, 2020). Further to the need to protect the systems and data of a school,
stakeholders must be protected from cyber threats as they use cyberspace, more so learners, as they
are the most vulnerable entity in a school context (Magunje et al., 2024).

Children’s online safety has become a global issue that has attained international attention. The
United Nations Children’s Fund (UNICEF) has sought to protect children from emerging risks in
cyberspace by promoting legal and policy reforms that align with international human rights (An-
drews et al., 2020). Both primary and secondary school learners may be exposed to cyberthreats and
can be susceptible to threats that include cyberbullying, exposure to inappropriate content, and acci-
dental sharing of personal information (Cilliers & Chinyamurindi, 2020). In addition to cyberbullying,
learners may be increasingly susceptible to phishing scams, hacking attempts, and online predators
secking personal information.

Because secondary school learners are more active on social media platforms, they are more vulnera-
ble to these kinds of cyber threats as well as other forms of harassment (Farhangpour et al., 2019).
Marginalised schools in South Africa face a myriad of cyberspace-related challenges, such as cyber-
bullying, online fraud, and phishing attacks among school stakeholders (Magunje & Chigona, 2024b).
It is worth mentioning the important role of parents in the cybersafety of their children. To provide
effective guidance as their children use the internet, parents need to be educated and well-informed
about cybersafety themselves (Paraiso, 2019). Parents face the challenge of adapting to fast-advancing
technology, while children tend to be dependent on internet services, particularly for entertainment
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activities (Crawford, 2013). Cybersafety knowledge is of paramount importance, as parents who are
knowledgeable about cybersecurity are confident in ensuring and managing their children’s use of
technology (Giannakas et al., 2023; Zwilling et al., 2022).

Strategies to counteract the cyberthreats against stakeholders in school contexts are, therefore, a ne-
cessity (Kritzinger, 2016, 2020). The role of learners, parents, educators, and management, as well as
other important entities within the community, cannot be underestimated if cybersafety is to be a pri-
ority in schools. The management of a school in the South African context is shared by the school
management teams (SMTs) comprising the principal, deputy principal(s), and head of departments
(Madimetsa & Saltiel, 2021). The SMT's work closely with the school governing body (SGB), com-
prising parents and learners, promoting their participation in school governance (Mncube, 2009). The
role of SGBs in South African schools is to work closely with SMT's to implement educational poli-
cies (King & Mestry, 2023). In the absence of cybersecurity and cybersafety policies in schools, cou-
pled with the limited cybersafety knowledge and skills, marginalised schools, however, face challenges
when dealing with cybersecurity and cybersafety issues (Magunje et al., 2024; Magunje & Chigona,
2024a). We argue, therefore, that cybersafety resilience and culture can be achieved in marginalised
schools when various stakeholders in a community create a cybersafety CoP.

SOCIAL-ECOLOGICAL FRAMEWORK

To map out and identify the stakeholders in a school context, we used the social-ecological frame-
work (Sudbery & Whittaker, 2018). According to the framework, there is reciprocity between the en-
vironments and the individuals who live in them, and the interactions entail that one’s environment
influences them, and the environment is influenced by the individual (Salihu et al., 2015). We argue
that effective cybersafety is an ecological phenomenon that requires the understanding and involve-
ment of individuals, families, and the school in a community context. Through the social-ecological
framework, a cybersafety culture within a school context is viewed as something that is not a straight-
forward outcome of individual behaviours. Instead, cybersafety behaviour and culture arise because
of the complex interactions between individuals and the contexts within which they live (Espelage et
al., 2018).

The social-ecological theory of development highlights the overlapping systems of the framework
that illustrate the potential influence of both immediate and indirect factors on human behaviour
(Cross et al., 2015). In line with the ecological framework, we drew a sample of respondents from
different stakeholders atfected by the cybersafety of the schools, particularly learners, as they are the
most vulnerable. The sample for the study, as shown in Figure 1, comprised:

e School level (microsystem): educators, life orientation teachers, school counsellors (where
available), learners, and school management.

e Community level (mesosystem): parents and guardians, social workers, law enforcement.

e Provincial education level (exo- and macrosystem): officers responsible for ICT's in schools,
officers responsible for the safety and security in the schools, social workers, and community

and religious leaders.
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Figure 1. An adapted illustrated model of
Bronfenbrenner and Morris’ (1998) ecological framework for a school context

COMMUNITY OF PURPOSE

Communities of practice are commonly known to enact their purpose through grassroots efforts and
social movements (Stukes, 2016). ‘Communities of practice’ is a well-known concept. It involves a
group of people who voluntarily come together because they share a common concern or a passion,
to explore these concerns and ideas, and to grow their practice (Lave & Wenger, 2001). Communities
of practice are different from communities of purpose (CoPs), as CoPs develop because of a sense of
community and a feeling that members belong and that they matter to one another and the group.
They have a shared faith that members’ needs will be met through their commitment to each other
(Pakenham-Walsh, 2007). In the context of this study, the stakeholders identified in the social-eco-
logical framework within a school context would come together to form a cybersafety CoP. Previous
studies have shown an individualistic and a silo approach toward cybersecurity and cybersafety in
marginalised schools that does not produce positive results in the school (Magunje et al., 2024; Ma-
gunje & Chigona, 2024b).

A CoP draws on stakeholders’ virtues, such as a sense of engagement and responsibility for what they
are doing and the way it is done in the cybersecurity of the school context (Warren, 1999). This al-
lows stakeholders to come together to share what they know or to provide a social context of such
knowledge, and to learn from each other regarding an aspect of their life, in this case, cybersafety
(Stukes, 2016). A CoP creates a ‘space’ for stakeholders with various interests and functional silos to
collaborate on achieving a common objective (Broganza, 2009). The fundamentals of a CoP are the
influence that is derived from such a group, which is on such tangible and intangible resources as
shared trust, adherence to group norms, and sanctions (Mahmood, 2015). A CoP would thus bring
various stakeholders in marginalised schools together to contribute actively and constructively to cy-
bersafety, thereby enhancing the online safety capabilities of a school community.
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In most cases, CoPs take the form of a community of practices. The benefits of CoPs can be found
in various communities, such as volunteer groups, religious communities, sports teams, and online
forums (Alexander & Pefialver, 2008). An example would be a professional CoP where a group of
people within a niche industry come together to learn from and support each other, and to contrib-
ute to the overall body of knowledge (Stanca et al., 2022). A cybersafety CoP within a school com-
munity would therefore lead to more engagement as various stakeholders come together.

METHODOLOGY

We adopted a multi-case study approach of four marginalised schools in two different provinces in
South Africa, the Western Cape and Limpopo. The provinces were chosen specifically to represent
an affluent province and an economically disadvantaged province, respectively. Using the interpretive
approach, we appreciated and understood the thought process of various stakeholders as they dealt
with cybersafety within a school context (Hollweck, 2016). We used purposive sampling, where the
schools used in the study were from rural and low-income high-density urban areas. We purposely
selected stakeholders within a school community who worked within the school sphere that was af-
fected by cybersafety within the school (Yin, 2014). We held semi-structured interviews with various
respondents in a school community, including learners, school managers, educators, parents, law en-
forcement officers, social workers, political leaders, and diverse community leaders. The interviews
allowed a deep exploration of respondents’ lived experiences as they faced cybersafety and cybersecu-
rity in their daily lives. The qualitative study involved thirty respondents from the four case studies
who were identified using the adapted social-ecological framework.

We adopted an inductive approach, which allowed us to interpret the data from the respondents’
real-life experiences. The study led to contextual insights from stakeholders in a school community.
Data was therefore analysed based on themes derived from the data. We used NVivo 14 data analysis
software, which enabled the capturing and storing of all data material in a single repository. NVivo 14
further allowed easy navigation between different documents as well as the creation of codes as-
signed to the text, leading to easy visualisation of concepts arising from the data to give it meaning
(Fereday & Muir-Cochrane, 2000).

The researchers followed the ethical protocols of their institutions when conducting research involv-
ing human subjects. We ensured that the research process did not cause harm to the research partici-
pants and protected their dignity. Confidentiality and anonymity of the respondents were maintained
by assigning pseudonyms to the four schools used in the study. Western Cape schools are identified
as WC1 and WC2, and Limpopo schools are identified as LMP1 and LMP2. The respondents are
identified by a code and a serial number, which represents their school, i.e., LMP1C.

CASE DESCRIPTION

In the Western Cape, WC1 was a school in a high-density suburb, where an informal settlement was
also developing at an alarming rate adjacent to the township. The community reflected high rates of
poverty, unemployment, crime, and substance abuse. WC2 was in a commercial farming area, and the
school catered to the farm laborers in the community. As in the case of WC1, the social ills of the
community included high rates of unemployment, poverty, and substance abuse, as well as illiteracy.

In Limpopo, LMP1 was a low-income, high-density suburb with high rates of crime, unemployment,
substance abuse, and poverty prevalent in the community. LMP2 is a rural school located in a sub-
sistence farming area with challenges that include high rates of unemployment, illiteracy, and poverty.



Magunje, Chigona, & Makofane

FINDINGS

DIFFERENT VIEWS ON THE RESPONSIBILITY OF CYBERSAFETY IN SCHOOLS

There were different views on who was responsible for cybersafety within the school and the com-
munity. A learner expected educators to assist them with cybersafety-related issues. “When I got into
an argument with someone here at school, they took it to social media; they were mocking me and
harassing me online, so I reported it to one of the educators” (LMP1C).

Parents also felt that educators were responsible for cybersafety. “It is the teacher’s responsibility.
Not everyone else involved may be so enlightened with information on what to do online, so we
should ask the teachers” (WC1D). Due to their role of imparting knowledge, the rationale here is that
educators should be responsible for sharing cybersafety knowledge within the school. Other stake-
holders in the community also expected educators to be actively involved in cybersafety in schools.

Educators must talk about cybersafety. They should talk to learners about this each week to pro-
vide learners with guidance. (LMPIA, community sports coordinator)

Some educators felt that school management, as leaders of the school, were responsible for cyber-
safety in the school:

When kids face problems or are attacked online, I just tell them to take it to the principal.
(wezce)

If we face any problems with cybersafety for learners, even among us, we tell the principal, be-
cause as principals, they have policies. (LMP1A)

Other community stakeholders also believed cybersafety-related issues should be handled by the
principal.

I have dealt with cases of learners bullying each other online. I tried to stop them, and I spoke
to the principal and sent him messages so he could deal with it. (LMP2A, ward committee mem-
ber)

We must talk to the principal so that he changes his policies so that they can include cybersecu-
rity and cybersafety. (LMP2D, community circuit leader)

On their side, school managers, however, felt, “cybersecurity was not one of the school’s priorities”

(WC2A). Further, management had inadequacies when it came to cybersafety. For example, a school
manager highlighted that they had “no policy on cybersecurity and cybersafety at our school for vic-
tims or what to do” (WC2E).

A member of the SGB, however, believed all cybersafety should be handled by “when we have a cy-
bersafety problem, we should go to a school social worker” (WC2D). This perception was shared by
a stakeholder who perceived that it is the role of the school to upgrade, because it is still ighorant of
cybersafety issues. “I would appreciate it if they pulled up their socks” (LMP1F, royal council mem-
ber). In the South African context, “royal council” refers to the structures within traditional leader-
ship systems often found in rural areas. The councils are responsible for cultural preservation and
community affairs within ethnic groups (Ntlama-Makhanya, 2024).

CYBERSAFETY RESPONSIBILITIES SHIFTED TO PARENTS

Stakeholders within the school community regarded the role of parents as central to cybersafety in
schools. A learner remarked, “As teenagers, we cannot deal with certain issues on the internet ... I
think parents should not allow us to bring phones to school because of cybercrime.” (WC1B)

A school manager highlighted:
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The government in South Africa has brought the patrents closer to school to the extent that they
are defending the school in terms of being robbed and being burnt, so they can assist in cyber-
safety, as they are defending the school. (WC1B)

Parents were, however, not seen to be performing this duty effectively. Other stakeholders felt they
failed to do this due to negligence when it comes to learners’ cybersafety. It was noted that some
“parents tend to look away from this cyber thing, they don’t pay too much attention.” (LMP2C). An-
other reason why parents failed to perform this duty was low literacy levels. This is specifically so,
since these parents lived in marginalised communities.

Most of our parents are in the township; they’re not literate, and they have difficulty working
with the internet and safety. (WC1D, educator)

Parents don’t even know how to work with a cell phone or even with a computer, and they are
ill-equipped to assist with cybersafety, but children are the cleverest with digital things. (WC2H,
police officer)

On the increasing rate of online fraud and phishing in the community, a political counsellor high-
lighted “the need to invite banks to come and make parents aware of these things” (LMP1E).

CYBERSECURITY IS ASSIGNED TO LAW ENFORCEMENT AGENCIES

Law enforcement agencies — police officers in the context of this study — play a crucial role in ensur-
ing the physical safety and security of community members in any community setting (Jennings &
Perez, 2020). School stakeholders, therefore, assigned the responsibility of cybersafety to the police.

The police must come talk to us and bring us up to date on what and how to go about online
safety. (LMP1G, educator)

The police must help us understand this cybersafety thing. (WC1F, parent)

Maybe a police officer can bring the community together and talk about cybersafety. (WC2F,
member of the general school board)

Some stakeholders, however, felt that law enforcement was not capacitated to handle cybersafety is-
sues adequately.

If you go to the police [station], sometimes the police don’t even serve our people. They con-
fuse us on cybersecurity. (LMP2E, politician)

They [the police] don’t offer much assistance. They just advise us to be more careful. (LMP2F,
church pastor)

One reason that was cited for no or wrong actions by law enforcement agencies was a lack of appro-
priate knowledge and skills on cybersafety. A police officer confirmed that they were not equipped to
deal with cybersecurity in school:

We are just trying; we do not have enough knowledge on cybersecurity in the community. We
take such issues back to the principal and then maybe send e-mails to the education department.
It is very difficult. (WC2I, police officer)

Police respondents were aware of their limited cybersafety knowledge. They believed that cybersecu-
rity specialists should assist them. “I think that professionals in the field of cybersecurity should assist
us on how to best handle cybersecurity and cybersafety issues that may arise in the community”
(LMP1H).
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DISCUSSION

CONFUSION ON RESPONSIBILITY

The findings highlight that there was no clarity on who was responsible for cybersafety in a school
context. Different stakeholders assigned the responsibility to someone else, and nobody felt they
were responsible. There were, however, sentiments from a respondent that cybersafety within the
school context should be a concerted effort amongst different stakeholders: ““... we must form a fo-
rum, between some churches, the school, and organisations in the community to make community
members aware of cybersafety ... we must ask the police to assist us with that” (LMP2F).

The findings indicate that school stakeholders are overwhelmed with cybersafety within their com-
munities. Whilst parents and community members have high expectations of the role of the school in
cybersecurity and cybersafety, neither school management nor educators see these important issues
as their responsibility. This might be because both these entities have limited knowledge and skills on
the phenomenon.

The current study found a perception among school stakeholders that parents should take additional
cybersafety responsibilities for learners. While such a situation would be ideal, the findings show that
marginalised schools are inundated with many challenges that include both general illiteracy and digi-
tal illiteracy among parents, which render them powetless on cybersafety-related issues.

The need to capacitate police officers with cybersecurity and cybersafety knowledge is paramount in
marginalised schools, as respondents felt helpless in the face of cybersafety and cybersecurity-related
issues in their contexts.

To be honest with you, I am not familiar with this cybersafety. I still need to learn about it. I
know that in our department, there’s a component that deals with it. Getting training is the only
way that we can protect the security of an individual or a school.” (LMP2H, police officer)

Law enforcement agencies — in this case, police officers — are crucial within any community, as they
are mandated to keep the community safe. Nonetheless, the findings indicate that school stakehold-
ers in a community setup expect the police to protect them from cyberattacks. Participating police
officers were, however, not equipped to assist with cybersecurity-related issues. Other stakeholders
within the adapted social-ecological framework were also ineffective when dealing with cybersafety;
instead of coming together to deal with cybersafety, stakeholders, however, assigned responsibility to
one stakeholder or another.

THE CYBERSAFETY COMMUNITY OF PURPOSE MODUS OPERANDI

The findings highlight the lack of clarity of who is responsible for cybersafety in a school context, in-
cluding the need for capacitation with cybersafety knowledge and skills for all stakeholders in a
school community. As suggested by a respondent, “the authorities must call the parents of all learn-
ers to the community hall to inform them and let them know about cybersafety so that they can edu-
cate or teach each other and their children how to behave online” (LMP2G).

The responsibility for cybersafety should be shared. We are therefore proposing that a cybersafety
CoP activity system would be effective in dealing with online safety in a school context. Instead of
working in silos and assigning blame to each other, a cybersafety CoP within marginalised schools
would allow stakeholders to be each other’s keeper when it comes to cyberattacks. Together, mem-
bers of the CoP would work to gather resources, including experts who would provide the required
cybersecurity, knowledge, skills, and awareness for the whole community.

Membership of the CoP would be based on the social-ecological system of a school (Cross et al.,
2015). Following the mapping of the social-ecological theory, the findings of the current study
showed the varied members of the community who form part of the school, as shown in Figure 2.
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Members of the CoP could include social workers, church leaders, politicians, the police, school au-
thorities, parents, and especially the learner, who is the most vulnerable entity in a school context. A
cybersecurity CoP in marginalised schools would lead to a cybersecurity agency among school stake-
holders that would enhance the cybersafety of all stakeholders in the community.

Cybersafety knowledge and skills, which can be acquired through training and awareness campaigns,
are crucial for all stakeholders in marginalised schools. It is, therefore, imperative that stakeholders
come together to acknowledge their cybersafety-related challenges and inadequacies and forge the
way forward. Most interventions within marginalised contexts tend to be imposed on communities
through a top-down approach. Such approaches fail to include the community meaningfully in the
design of the solution (Lorini et al., 2019). We are proposing a bottom-up approach towards the de-
velopment of initiatives that would address cybersafety within marginalised schools. The collective
nature of a CoP would empower the stakeholders to have agency to contribute to possible cyber-
safety solutions.

Macrosystem

Mesosystem

Law enforcement

Microsystem
Y Community

Librarian

Aunwwod

Learners

K81008 1IN0

Educators

suonesiuesio
Bujuren Ayinoasiaghky

Traditional
/ Royal
council
leaders

Politicians SMT Social

worker

Parents

JUBWIUIBA0

Church leaders

Provincial Education Department

Researchers and Experts

Figure 2. Representation of a cybersafety community of purpose

Learners should be part of the CoP, as they are the most vulnerable entity within a school commu-
nity and should be most protected from cyber threats. The South African school system requires sec-
ondary schools to establish a representative council of learners, who also form part of the SGB
(Hunt, 2014). Learner representatives should be part of the CoP in secondary schools because they
are more mature than primary school learners and can make meaningful contributions. Representa-
tives of the stakeholders in the microsystem — learners, educators, school management, members of
the SGB, and selected parents — should be part of the CoP, as these would be the voice of the bodies
they represent in the community. The composition of the CoP in the mesosystem would include the
police because of their role as protectors in the community. Community social workers should be
part of the mesosystem as they play an important role in the psychosocial status of the community.
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There is, however, a need for flexibility among the other members of the CoP, depending on who is
responsible for and committed to the safety and development of the school and the community. The
involvement of community leaders in the CoP, such as political leaders, Royal Council members, and
church pastors, may not be uniform in schools. Such leaders are crucial to the success of the cyber-
safety CoP, as they play an innate role in the community, which is valuable to cybersafety because of
their positioning in society, as they and their contribution are readily accepted. Further, these leaders
have the respect and power to tap into resources needed to raise cybersecurity awareness from the
macrosystem, which could work to the benefit of the school community.

COMMUNITY OF PURPOSE ACTIVITY SYSTEM

To address the role of the community in cybersafety and the need for agency among the various
stakeholders in a school fully, the cybersafety CoP should have clear objectives, tools and instru-
ments, rules, and clear roles assigned through division of labour. Without clear roles for each stake-
holder in the community and without well-defined objectives and outcomes, the CoP might become
less effective and redundant. We therefore propose a CoP activity system that can be presented
through activity theory. Activity theory is a framework that considers individuals with shared needs
or motives that drive an activity collectively (Leont’ev, 1981). Activity theory complements CoP in
that this theory brings together people who have the same goal. The theory emphasises the interrela-
tionship between the subjects (school stakeholders) and their community (school context)
(Engestrom, 1987). Figure 3 shows how the cybersafety CoP can be conceptualised in an activity sys-
tem.

Tools: Resources/Software

application
Subjects: Learners, I Outcome: Cyber safe
educators, parent, managers, Obj,ec"ve' Crgatg acybersafe — L
S . environment within a school and cyberresilient
administrative staff .
community school environment
Rules: L
e.g. Open D of labour
Communicationon Community: (microto meso
cybersecurity where the school is located)
issuesinthe
community

Figure 3. Cyber safety community of purpose activity system for marginalised schools

Activity theory highlights the interrelationships between learners, parents, educators, and school
managers as they use cyberspace and the way they can achieve the activity systems outcome. Creating
a cyber safety activity system allows for the determination of the goal or outcome within the school
community. The outcome would be the creation of a cybersafe and cyber-resilient school environ-
ment. This outcome would be achieved through a clear objective of creating a cybersafe environment
within a school community. Agency in AT is expressed through action as the basic unit of an activity,
where activity is comprised of one or more actions which, when performed through the tools (in this
case, cybersafety resources and a software application), achieve a conscious goal (Bedny & Kar-
wowski, 2004). In the current study, the cybersafety activities of the members of the community
would lead to the required outcome, which is acquiring a cybersafety agency by the subjects of the
activity system, to practice cyber hygiene, which would enhance cybersafety in the community.

While resources might include cybersafety awareness campaigns and the use of cybersecurity re-
source people, a software application can be a readily available cybersafety tool for all stakeholders.
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There have been notable upward trends in both internet and mobile phone penetration in South Af-
rica (Independent Communications Authority of South Africa, 2025), which makes a cybersafety software
application a viable option. It is noteworthy that, in 2022, the cellular population coverage in South
Africa was for 3G, which was recorded at 100%, while 4G/LTE stood at over 98% (Ngwenya et al.,
2023). Further, most marginalised communities in South Africa have free public Wi-Fi provided by
the government; thus, using a software application that is widely accepted in a community might
prove to be feasible, as there might not be challenges associated with the cost of data (Du Bois &
Chigona, 2018). With a determined cybersafety CoP within their communities, a repository of cyber-
safety information might be useful for the whole community, which can be a software application as
a tool in the activity system, such as a WhatsApp group or channel. We propose that the WhatsApp
group should have artificial intelligence-enabled chatbots that can respond to cybersecurity and cy-
bersafety queries. The artificial intelligence-enabled application would identify prompts from mes-
sages sent by stakeholders in the community and point them to relevant cybersafety resources or a
recommended course of action to be safe online.

Rules are important in the CoP if the activity system is to be effective. The cybersafety CoP should
have rules that govern the working of the CoP as well as that of the school community. Open com-
munication within the community should be encouraged between all stakeholders, especially those
within the micro- and mesosystems. Division of labour is important in the CoP, as it ensures respon-
sibility and accountability for the cybersafety issue among the CoP and the stakeholders in the activ-
ity system. This would eradicate the issue of uncertainty on who should be responsible for cyber-
safety in the school, as highlighted in the findings. Through the concept of division of labour, AT
highlights the role of context and the surrounding community in the process of transformation from
individual action to collective activity, and exactly how the division of labour affects individual action
in collective activity (Hardman, 2008). This would encourage dependence on each other and assist
the community in realising their cybersafety shortcomings so they can seek external cybersafety ex-
perts and resources to fulfil their objectives where necessary. The prime unit of analysis in AT is the
collective artefact-mediated and object-oriented activity system, as seen in its network relations with
other systems (Engestrém, 1987). By coming together as a group with one accord, the cybersafety
CoP would work together in terms of the single-minded need to promote and enhance cybersafety in
the school community, which would result in a cybersafe and cyber-resilient school environment.

CONCLUSION

Stakeholders in marginalised schools face a myriad of challenges as they operate with constrained re-
sources. The current study highlighted that, despite the socio-economic statuses of Western Cape
and Limpopo as affluent and disadvantaged provinces, respectively, the cybersecurity and cybersafety
perspectives and disconnection among school stakeholders in marginalised schools are similar. In the
digital age, the internet has brought many benefits in education, such as enhanced learning processes
because of increased access to learning resources, improved communication with stakeholders, and
data storage. The limited resources in marginalised schools, however, expose them to cyberattacks
and risks, as they cannot afford to acquire cybersecurity knowledge or raise cybersecurity awareness
initiatives for the various stakeholders of the school.

The study found that stakeholders in marginalised school contexts are overwhelmed by the cyberse-
curity challenges faced in the community. The absence of cybersafety knowledge and skills among all
stakeholders, as well as the lack of responsibility among each of them in terms of cybersecurity-re-
lated issues, increases their vulnerability to cyberattacks. We conclude that a cybersafety CoP would
bring together all stakeholders within a school context, leading to effective cybersafety initiatives for
a positive cybersecurity culture within the school context. Further, we propose that a bottom-up cy-
bersafety CoP within an activity system would be an effective way to ensure the safety of school
stakeholders as they use cyberspace. The activity system allows stakeholders within a school context
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to emphasise the activities of each stakeholder, highlighting the responsibility of everyone in the
community in terms of their role in ensuring a cybersafe school environment. Future studies should
adopt a design science approach to develop and implement such a community of practice.
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