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Abstract 
Information technology has led to the fact that much of the information that earlier was produced 
on paper is now being produced in electronic form. E-government services, where the whole idea 
is to exchange information electronically, will radically redirect paperbound information towards 
electronically generated and managed information and documents. Earlier on, long-term preserva-
tion was all about paper-bound documents containing content, context and format as well as the 
legal issues concerning the document, such as signatures and stamps. Although paper-bound 
documents still are of frequent use, the degree of digital information rapidly increases. Digital 
information is often compiled from different databases, where content, context, format and signa-
tures can be separated and put together differently. The challenges associated with digital preser-
vation are strategic, organizational and structural as well as technological. The aim of this paper 
is to present some challenges associated with digital preservation. 

Keywords: long-term preservation, digital information, integrated systems, e-services, hidden 
Web, inter-organizations, anticipation 

Introduction 
Information technology in combination with changes in organizational structures and forms for 
work has led to an increasing amount of information. In addition totally new forms of information 
and records are created. Although paper-bound documents still are of frequent use, the degree of 
digital information rapidly increases. Much of the information that earlier was produced on paper 
is now being produced in electronic form, for example as e-mail and in databases. This means 
that a considerably larger amount of information, that is very disparate in nature, needs to be han-
dled. Electronically generated and stored information is also exposed to change and manipulation 
in quite another way than paper-bound information.  

A 10-year period is a long time when it comes to preserving electronic records. This is of course 
due to the rapid technological development, for example the problems with obsolete software and 
file formats. Goldstein (2004) stresses the need for a quick solution to the problem of archiving 

electronic information for the future. 
Further, he says that the major threat to 
archived material today is not the fire 
hazard, but the rapid development of 
different file formats for documents, 
sound and images. “The last decade has 
generated more recorded information 
than any previous decade of human ac-
tivity. The fact that the majority of these 
data is less accessible than ever before is 
one of the ironies of the modern infor-
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mation age” (Duranti, 2000). This implies a risk for a situation where the societal memory no 
longer can be guaranteed. In data mining and data warehousing the issue of archiving data is ad-
dressed, but the time horizon for this is limited and the use of archived data is for a specific pur-
pose. 

Vital functions in society such as the social insurance and national registration have to be acces-
sible for long periods of time. Without authentic, accessible, searchable, and reliable records 
these functions in society are in fact impossible to maintain. The technical development and tran-
sition to electronic media has led to that traditional methods have become obsolete or at least in-
sufficient.  

Problem Domains 
There still remain a lot of problems to solve before secure and efficient long-term preservation 
will be brought about. It seems that although much of the challenges associated with digital pres-
ervation is strategic, organizational, and structural and not only technical, the published research 
concentrates at solving the technical issues. Digital preservation requires, in addition to the tech-
nological development, elaborated strategies, new workflows and organizational structures, stan-
dards and common metadata, new specific competences, and close co-operation across different 
professions from traditional preservation management to computing science. (Asproth, 2005) 

• Technical problems 

Issues at stake in this domain cover hardware, software and formats. The large amount of elec-
tronic records to store, for active use, demands new mass storage media. The fragility of the me-
dia leads to low durability and there is also often a lack of knowledge about the durability of dif-
ferent media for storage. The software problem concerns the rapid development of new versions 
of the software product and occasionally changeovers to new software products. Connected to the 
problem with rapidly changing software, there is the problem with changing formats, which in the 
long run can lead to the consequence that archival information becomes unreadable (Gibbs & 
Heazlewood, 1999). 

• Legal issues 

One important requirement on records is evidence. The problem of how to ensure authenticity 
and how to preserve evidence is emphasized by, among others, Bearman (1994), Duranti (2001), 
Rothenberg (2000), and Wilson (2000). The rapidity and the ease with which changes can be 
made mean that there are challenges associated with ensuring the continued integrity, authentic-
ity, and provenance of digital materials (Beagrie, 2002).  

• Organizational problems 

Most of the challenges associated with digital preservation are organizational – not technical. The 
first line defense against loss of valuable digital information rests with the creators, providers, and 
owners of digital information (Marcum, 1997).  There is also a matter of inter-organizational 
problems to cope with. For example, governmental organizations want to offer electronic services 
to the citizens that requires collaboration as the services assume information from more than one 
organization (Asproth, 2006a).   

• Context and metadata  

How should it be possible for someone in the future to understand the context of the information 
and the processes that created it? This is a question of metadata, a question that is considered as 
more important in the digital age. How can we determine what amount of evidential historicity is 
required and how to capture and retain it (Bearman, 1994)? 
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Ongoing Research 
There is a lot of ongoing research aiming to solve the technical problems associated with long-
term preservation of digital information, although the projects very seldom are directed especially 
towards this area. Examples of research areas are mass storage media, format conversation, and 
migration of technical environment (hardware and software), emulation of technical environment, 
digital signatures and other security issues. There is also research going on to develop new mod-
els for long term preservation. As an example the Record Continuum Model (Upward, 2005) can 
be mentioned, which the Australian School on recordkeeping is based upon. There are two major 
perspectives on recordkeeping; record life-cycle model, and the Records Continuum Model (Hän-
ström, 2005).  

The life-cycle model sees Record as existing with a linear and decreasing grade of usage/activity 
that ends up with a decision whether the record should be destroyed or preserved. The Records 
Continuum Model states that records exist in a continuum space-time, and that records never are 
finished in their creation, they are in continuous change. The use of records could, within the con-
tinuum Model, vary and shift from inactive to active at any moment. In opposite to the life cycle 
model, which has its basis in paper based recordkeeping, the Record Continuum Model has its 
basis in both paper based and electronic recordkeeping. (Borglund & Öberg, 2006) 

Current State in Swedish Governmental Organizations 
To investigate the current state concerning digital information in Swedish governmental organiza-
tions a study was carried through. The study aimed to investigate how different governmental 
departments managed electronic information both in a short and long run. The ambition of many 
governmental departments is to become 24/7 agencies. Of the studied organizations, several of 
them have e-services taking care of at least some part of their activities. Some others plan to start 
e-services in a near future. All the studied organizations handle electronic records in the studied 
cases. They saved the electronic records in XML or other formats that is said to be appropriate for 
long-term preservation. Most of them also scanned paper documents and used them as electronic 
information. Much information is also stored as database records (Asproth, 2006b). Figure 1 
shows a typical but simplified example of the diversity of information that is handled. 

The active time for the electronic information varies quite a lot, but mostly the information is ac-
tive for decades, in some cases for several decades. In some of the organizations not all informa-
tion is preserved during that time, some sorting out is performed. Information like notes, e-mails, 
etc. is sorted out. As the amount of information is huge, just a selection is obliged to be preserved. 
However several of the organizations chose to save more than they were obliged to. Many of the 
organizations chose to save all the database records and did not sort out any of them. In some 
cases scanned documents were chosen to be the original and thus preserved. Others chose to print 
out the information and preserve paper documents. It deserves to be mentioned that electronic 
records has not existed for a very long time and a feeling of uncertainty about how to manage was 
expressed (Asproth, 2006b). 
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Figure 1: Information concerning students´ loans. 

Integrated System and e-Services 
A common problem facing many organizations today is that of multiple, disparate information 
sources and repositories, including databases, object stores, knowledge bases, file systems, digital 
libraries, information retrieval systems, and electronic mail systems. Decision makers often need 
information from multiple sources, but are unable to get and fuse the required information in a 
timely fashion due to the difficulties of accessing the different systems, and due to the fact that 
the information obtained can be inconsistent and contradictory. (Garcia-Molina et al, 1995) 

Navathe & Donahoo (1996) expressed that the current methodologies for information integration 
are inadequate for solving the problem of integration of large scale, distributed information 
sources (e.g. databases, free-form text, simulation etc). The existing approaches are either too 
restrictive or do not provide the necessary functionality.  

Many organizations, not least the in the Swedish governmental organizations, have large, rather 
old systems, which are not easy to replace due to the high investment costs. These systems were 
developed for their own specific purposes as the need for them occurred. They are therefore rela-
tively heterogeneous. Some information is also managed in more than one system.  Rather than to 
replace them with one single new system, as the development of a systems of this size would be 
very huge,  the choice is to keep the old systems and integrate them and build new modern inter-
faces on top. The problem to secure the information for long-term preservation is enormous, as 
the information exists in such a heterogeneous environment.  

The emerging Web service technology has enabled the development of Internet-based applica-
tions that integrate distributed and heterogeneous systems and processes which are owned by dif-
ferent organizations. Compared to centralized systems and client-server environments, the Web 
service environment is much more dynamic. (Yang, Lam, & Su, 2002) 
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We can contrast the Web with traditional, closed, deterministic multi-user systems, such as enter-
prise networks. Web applications involve citizen–government, customer–business, business–
business, and business–government interactions. (Rezgui, Bouguetta, & Eltiweissy, 2003) 

Also, service providers come and go. The users of services must have some assurances about the 
services and the organizations that provide the services. (Yang et al., 2002) 

A number of studies (Lawrence & Giles, 1998, 1999) have noted that a tremendous amount of 
content on the Web is dynamic. 

However, since current-day crawlers only crawl the publicly index able Web, much of this dy-
namic content remains inaccessible for searching, indexing, and analysis. The hidden Web is par-
ticularly important, as organizations with large amounts of high-quality information are placing 
their content online, by building Web query front-ends to their databases (Raghavan & Garcia-
Molina, 2001).  

Governments, both local and national, want to offer electronic services to the citizens. As an ex-
ample can be mentioned a Swedish project to offer an e-service to the citizens for building per-
mits. This application includes information and partial permits from several departments within 
the local government but also from other governmental organizations. To facilitate for the citizen 
the e-service will include the whole chain as one single e-service disregarding the organizational 
boundaries. To develop such an e-service you have to deal with the problem of integrating several 
separate and heterogeneous systems which are in fact dynamic and hidden. The kind of informa-
tion that is dealt with here has to be preserved authentically and be reliable over a long time. 
There will be a need for new methods and tools for long-term preservation of information kept in 
disparate systems and databases, even more in an inter-organizational perspective. In research 
much effort is put in to facilitate the search and access to the “hidden” Web, but this will not be 
enough for the needs for long-term preservation.   

Inter-Organizational Systems and Management 
Electronic business applications are often structured by workflow declarations that span poten-
tially numerous generic activities in different organizations (Biskup & Parthe, 2006). 

E-services to citizens are fairly new and inter-organizational e-services are very unusual. Earlier 
all information has been paperbound and the organizations have had their “original” of the docu-
ment/documents. In introducing the e-service all information is electronic and resides in the sys-
tem.  The problem that occurs to be solved is the responsibility for the preservation of the infor-
mation, which is an organizational and even inter-organizational issue. 

Development of an e-service is carried through as a project. As an e-service may live for some 
time and certainly the information created in the system, the case-by-case approach has its limits. 
(Asproth, 2006a) 

Will the management forms of today’s organizations make it possible to fulfill the demands of 
inter-organizational cooperation? Powell (1990) and Obata & Shizuka (2003) present the differ-
ences between hierarchical and network management (see Table 1). 
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Table 1: Comparison of Hierarchical and Network type management 
(Powell, 1990)  Modified 2003 (Obata & Shizuka, 2003) 

 HIERARCHICAL TYPE NETWORK TYPE 

Organizational style Layered, heavy Flat, flexible 

Normative basis Employment relationship Complementary strengths 

Means of communication Routines Relational 

Methods of resolution Administrative Norm of reciprocity 

Degree of flexibility Low Middle 

Amount of commitment 

Among the parties 

Medium to high Medium to high 

Tone Formal, bureaucratic Open ended, mutual benefits 

Actor preferences Dependent Interdependent 

Resource utilization Limited Flexible 

Job process Reliable and rigid Complexity 

Decision Slow Agile 

 
Obata & Shizuka (2003) propose to combine Network Management with Hierarchical Manage-
ment for dynamism, flexible and sustainable reliance in E-business. This combining of manage-
ment style called Spiral management (see Figure 2) combines relational, interdependence, recip-
rocity by network management and responsibility, reliance by hierarchical management.  
              

 
 

Network Mgmt.

Network Mgmt.

Network Mgmt.
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Work - - Review

Figure 2: Spiral Management (Obata & Shizuka, 2003) 
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According to Zakaria, Amelinckx, and Wilemon (2004) the human challenges of virtual team 
membership are: 

• Creating effective team leadership 
• Managing conflict and global virtual teams dynamics 
• Developing trust and relationships 
• Understanding cross-cultural differences 
• Developing intercultural communication competence 

 
Holmqvist (2003) and Rashman & Hartley (2002), recommend organizational learning as a tool 
to in the first place develop an intercultural communication competence, but also as a comple-
ment learn more about each other. To develop organizational learning within an organization has 
shown to be successful. The question is how to transfer the concept to inter-organizations. There 
might be competitiveness and conflicting interest that put hindrance in the way. Another problem 
with inter-organizational learning is that there is mostly a case-by-case management approach. 
There is a need to maintain the knowledge over a longer time. People come and go in an organi-
zation and the ones that knew all about the system disappear.  

An Anticipative Approach 
Long-term preservation of digital information is uncertain as we can not fully foresee who the 
users are and for what purpose they want to use the information. Information systems up to now 
have been developed for a specific and clearly defined purpose. With the development of e-
services the users become unknown to the systems developers and the service providers. “For 
example, an organization (e.g., a service provider or a service broker) cannot predetermine the 
users of its resources” (Yang et al, 2002). For long-term preservation of digital information yet 
another aspect is added, the unknown use (see Table 2). “The unknown use within the concept of 
records use is important because when unknown use exists, unknown users exist as well, which 
implicitly gives unknown requirements which affect quality that is dependent on user needs” 
Borglund, 2006). 

 

Table 2: Use and users of information systems 

 KNOWN USER UNKNOWN USER 

KNOWN USE Traditional information systems E-services 

UNKNOWN USE  Long-term preserved infor-
mation 

 

It is not possible to fully know who the users are or how they want to use the long-term preserved 
information in the future. However, we have to act in beforehand. We are not able to predict but 
we have to anticipate the use. An anticipatory approach must build upon a large degree of free-
dom of the information. The information must be kept independent, not organized according to 
today’s organizations. Still the provenance principle must be applied.  Context information must 
be caught and related to the information extensively. To understand the information in the future 
new context information must be able to be added in the future.  

Conclusions 
An increasing amount of electronic information is to be long-term preserved. Many organizations 
are in some stage of changeover from paperbound information to electronic records. To be able to 
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preserve the information for a long time and to guarantee access to it in the future, the technical 
issues have to be solved or managed. In this field there are research on migration of technical en-
vironment (hardware and software) and emulation of technical environment – systems which run 
in a new operating environment but emulate a previous obsolete environment. There are also 
groups working with standards and formats. However, to-days systems are not built to support 
long-term preservation of information, nor do the existing system development methods address 
the issue.  

Besides the technical problems, managerial issues connected to long-term preservation of digital 
information must be elaborated. There is very little support in the systems for management of 
distributed information, information that is not only distributed in where it is stored, but also in 
what type of information it is. New tools, able to assemble the information in a transparent way, 
have to be developed.  

The information must be kept independent, not according to today’s organization as the organiza-
tions change or even disappear over time. A new model for organization independency must be 
developed. These new models have to focus of the processes that create the information and the 
systems must be able to handle the different versions of information that these processes produce. 

To maintain and develop the knowledge and to prevent conflicts and misunderstanding organiza-
tional learning is an excellent approach. New or adapted models suited for inter-organizations 
needs to be produced. 

Furthermore the information must be kept understandable over time, which requires lot effort on 
context and meta-data. Supposedly new context information must be added over time. Methods 
for analysis of needs for new context information must be elaborated.  

There is also a question about what to preserve as it is not possible to preserve everything. The 
legal and governance demands determine a minimum of what to preserve, but beyond that there 
are requirements to preserve the cultural heritage. What is a representative selection? And finally, 
the information must be able to be accessed now and in the future. How can the needs be foreseen 
or how can a completely independent access be accomplished.  
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