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ABSTRACT 
Aim/Purpose This research study aimed to explore ecommerce fraud practitioners’ experi-

ences and develop a grounded theory framework to help define an ecommerce 
fraud incident response process, roles and responsibilities, systems, stakeholders, 
and types of  incidents.  

Background With a surge in global ecommerce, online transactions have become increasingly 
fraudulent, complex, and borderless. There are undefined ecommerce fraud 
roles, responsibilities, processes, and systems that limit and hinder cyber incident 
response to fraudulent activities. 

Methodology A constructivist grounded theory approach was used to investigate and develop 
a theoretical foundation of  ecommerce fraud incident response based on fraud 
practitioners’ experiences and job descriptions. The study sample consisted of  8 
interviews with ecommerce fraud experts. 

Contribution This research contributes to the body of  knowledge by helping define a novel 
framework that outlines an ecommerce fraud incident response process, roles 
and responsibilities, systems, stakeholders, and incident types. 

Findings An ecommerce fraud incident response framework was developed from fraud 
experts’ perspectives. The framework helps define processes, roles, responsibili-
ties, systems, incidents, and stakeholders. The first finding defined the ecom-
merce fraud incident response process. The process includes planning, identifi-
cation, analysis, response, and improvement. The second finding was that the 
fraud incident response model did not include the containment phase. The next 
finding was that common roles and responsibilities included fraud prevention 
analysis, tool development, reporting, leadership, and collaboration. The fourth 
finding described practitioners utilizing hybrid tools and systems for fraud pre-
vention and detection. The fifth finding was the identification of  internal and 
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external stakeholders for communication, collaboration, and information shar-
ing. The sixth finding is that research participants experienced different organi-
zational alignments. The seventh key finding was stakeholders do not have a ho-
listic view of  the data and information to make some connections about fraudu-
lent behavior. The last finding was participants experienced complex fraud inci-
dents. 

Recommendations  
for Practitioners 

It is recommended to adopt the ecommerce fraud response framework to help 
ecommerce fraud and security professionals develop an awareness of  cyber 
fraud activities and/or help mitigate cyber fraud activities.  

Future Research Future research could entail conducting a quantitative analysis by surveying the 
industry on the different components such as processes, systems, and responsi-
bilities of  the ecommerce fraud incident response framework. Other areas to ex-
plore and evaluate are maturity models and organizational alignment, collabora-
tion, information sharing, and stakeholders. Lastly, further research can be pur-
sued on the nuances of  ecommerce fraud incidents using frameworks such as at-
tack graph generation, crime scripts, and attack trees to develop ecommerce 
fraud response playbooks, plans, and metrics.  

Keywords cyber incident response, ecommerce fraud, fraud prevention, grounded theory  

 

INTRODUCTION 
Online payments and ecommerce have significantly increased in use and adoption globally (Ali et al., 
2018; Marchal & Szyller, 2019; Singh & Jain, 2019; Wickramanayake et al., 2020). However, ecom-
merce fraud incidents are some of  the most prevalent and underreported cybercrimes in the Internet 
era, costing global organizations and nations billions of  dollars each year (Cross, 2018; Donegan, 
2019; M. He et al., 2018; Kemp, 2020; Park et al., 2019; Smith, 2008). Global ecommerce online pay-
ment fraud has resulted in an estimated $41 billion of  losses (Statista, 2022). With the surge in global 
ecommerce, online transactions have become increasingly fraudulent, complex, and borderless (Ko-
lodiziev et al., 2020; Minastireanu & Mesnita, 2019). 

Cyber incidents and vulnerabilities are nearly limitless and unavoidable (Mugari, 2017; Onwubiko 
& Ouazzane, 2020; Rollason-Reese, 2003) and can stem from internal areas of  an organization or 
from outside the organization. Ecommerce fraud incidents are not new but continue to evolve in so-
phistication and organization with technological advancements and mechanisms such as the Internet 
and social media to perpetrate fraudulent activities (Albakri et al., 2018; Cross, 2018). Payment secu-
rity, in particular, is a significant and important concern for merchants and consumers (Chen et al., 
2019). K. Huang et al. (2018) also suggest that corporations reacting passively to combat cybercrimes 
are losing the battle against cybercriminals. Levi et al. (2017) indicate it is difficult for ecommerce 
stakeholders to respond appropriately to cyber fraud because there is a lack of  reliable data on the 
problem, a lack of  best practices, the capacity to respond, and the motivation to mitigate. Early threat 
discovery (Adamov & Carlsson, 2016), fast incident response (Adamov & Carlsson, 2016), and the 
complex, interdisciplinary nature of  cybercrimes also present major challenges (Bednar et al., 2014; 
Doeland, 2017; Zibak & Simpson, 2019). 

These challenges continuously plague organizations and make it difficult for ecommerce organiza-
tions to act effectively and efficiently to prevent incidents. Thus, it is imperative to respond quickly 
and effectively to cyber incidents (Onwubiko & Ouazzane, 2020). Incident response can minimize 
loss, theft, and disruptions but depends on the personnel’s availability, knowledge, and ability to deal 
with the magnitude of  an incident (Van der Kleij et al., 2017). However, much of  the academic litera-
ture on cyber incident response focuses topically on cyber security and does not focus on the 
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ecommerce industry at large. Therefore, it is important to establish a methodical incident response 
approach for ecommerce fraud-related incidents to mitigate the growing threats.  

Even though cyber incident response and ecommerce fraud have been researched by academic, pri-
vate, and public organizations for many years, the literature has not connected these two important 
areas. The major ecommerce fraud and cyber incident response gaps are the undefined ecommerce 
fraud roles, responsibilities, processes, and systems (Krambia-Kapardis & Zopiatis, 2010; Marchal & 
Szyller, 2019; Onwubiko & Ouazzane, 2020; Van der Kleij et al., 2017). This study co-constructs a 
framework based on the experiences of  ecommerce fraud stakeholders with fraud and cyber incident 
response to explore these gaps. The purpose of  this qualitative study aimed to explore these fraud 
industry experiences and develop a Grounded Theory framework to help define an ecommerce fraud 
incident response process, roles and responsibilities, systems, stakeholders, and incident types.  

This paper is an adaptation of  the author’s unpublished dissertation. The content is organized as fol-
lows. The literature review section of  this study centers on cyber incident response and ecommerce 
to generate general themes and areas of  comparison for the Constructivist grounded theory study 
and also identifies gaps in the literature. The methodology section outlines the Constructivist 
grounded theory research method, sampling and data collection, and description of  participants. The 
results section presents the findings culminating in the ecommerce fraud incident response frame-
work. The discussion section discusses and compares the grounded theory framework against the lit-
erature review and identifies the academic and practical contributions, limitations, and future areas of  
study.  

LITERATURE REVIEW 
A literature review was commenced to understand and generate generic themes and areas for com-
parison for this Constructivist grounded theory study. The first area generates a theoretical cyber in-
cident response model based on the academic literature. The second area reviews the ecommerce 
fraud ecosystem to outline the people, processes, and systems. The last section focuses on the gaps in 
the literature.  

CYBER INCIDENT RESPONSE  
The academic literature has defined cyber incident response in slightly different ways. Lamis de-
scribed an incident as any unintended negative activity against an information security system (2010). 
Sun et al. (2019) suggested incidents are unauthorized activities against a computer system that vio-
lates a security policy. An incident is a violation or imminent threat of  computer security policies, ac-
ceptable use policies, or standard security practices (Van der Kleij et al., 2017). Onwubiko and Ouaz-
zane (2020) suggested cyber incidents are often unannounced, urgent, abrupt, and have serious con-
sequences.  

The purpose of  incident response is to provide a framework for an orderly, coordinated response 
within a firm (Rollason-Reese, 2003). A benefit of  incident response is handling an incident effi-
ciently and consistently. Adequate handling of  an incident can minimize loss, theft, and disruptions. 
Adequate incident handling depends on the personnel’s availability, knowledge, and ability to deal 
with the magnitude of  an incident. Ideally, incident response personnel will analyze incident data, de-
termine the impact of  the incident, and act appropriately to limit the damage and restore normal ser-
vices (Van der Kleij et al., 2017).  

Many organizations have developed incident response frameworks and methodologies for their peo-
ple, processes, and systems. Much of  the academic literature provided slight variations on similar 
phases, processes, and activities of  the incident response approach. This section reviews academic 
literature to identify various incident response models.  
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Rollason-Reese (2003) suggested the incident response model has five phases. These phases are alert, 
analysis, response, recovery, and maintenance. The maritime information incident response model 
included prevention, detection, response, and recovery (Pinto & Talley, 2006). Lamis (2010) pre-
sented the incident response model as a process to mitigate, investigate, and learn from incidents. 
The phases included preparation, identification, containment, eradication, recovery, and follow-up. 
Ruefle et al. (2014) presented an incident response lifecycle that consists of  identification, declara-
tion, analysis, response, knowledge, and closure and includes reporting, situational awareness, detec-
tion, triage, analysis, and response. The conventional incident response model consisted of  six 
phases: preparation, discovery, containment, investigation, threat analysis, and remediation. A cloud 
incident response model includes seven phases. The phases are preparation, discovery, containment, 
investigation, remediation, prevention, and lessons learned (Adamov & Carlsson, 2016). The incident 
lifecycle presented identification and declaration, analysis, response, and lessons learned phases (Jalal 
et al., 2018). Al-Dhaqm et al. (2020) suggested the incident phases include pre-incident response, in-
cident response, and post-incident response. Pre-incident activities focused on security policy devel-
opment and incident response activities related to containment, investigation, and response. Post-in-
cident activities included lessons learned and improvement. Moreno et al. (2020) defined the incident 
response model as preparation, identification, analysis, containment, eradication, recovery, and les-
sons learned. The cyber threat response model included identifying, protecting, detecting, respond-
ing, and recovering (Sadik et al., 2020). The general approach to incident response has four phases. 
These phases are preparation, detection and analysis, containment, and lessons learned (Pilitsky et al., 
2021).  

The proposed incident response model included six phases based on the academic literature reviewed 
above. The phases are preparation and planning, discovery and detection, containment and continu-
ity, analysis and investigation, response and recovery, and improvement. Table 1 illustrates the com-
parison between academic cyber incident response models.  

Table 1. Comparison of  the academic literature incident response models 

IR phases Preparation  Detection  Containment Analysis  Response  Improvement 
Rollason-
Reese, 2003 

 X X X X X 

Pinto & Talley, 
2006 

 X X  X  

Lamis, 2010 X X X  X X 
Ruefle et al., 
2014 

 X X X X X 

Adamov & 
Carlsson, 2016 

X X X X X X 

Jalal et al., 
2018 

 X  X X X 

Al-Dhaqm et 
al., 2020 

X  X X X X 

Sadik et al., 
2020 

 X X  X  

Pilitsky et al., 
2021 

X X X X X X 

Y. He et al., 
2022 

X X X X X X 
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Preparation and planning 
Organizations need to proactively prepare and plan for cyber-attacks. Albakri et al. (2018) indicated a 
preparational need for awareness and mitigation of  threats before cyber-attacks occur. This phase in-
cludes developing a foundation to protect an organization’s systems, processes, and people from 
cyber threats and supports incident prevention and response efforts. The planning and preparation 
phase included personnel acquisition, the development of  organizational and operational policies, sit-
uational awareness and cyber threat intelligence, and playbook development.  

The preparation and planning phase helps determine the resources necessary to combat threats and 
vulnerabilities, such as the tools, methods, and personnel. The tools can include tracing software, se-
curity patches, and resource kits. Methods can include policies and procedures. The preparation 
phase included constructing a playbook or incident handling plans and identifying data sources 
(Moreno et al., 2020; Onwubiko & Ouazzane, 2020). 

Discovery and detection 
Detection and discovery refer to monitoring systems and networks to identify malicious, suspicious, 
or anomalous events (Midi et al., 2016; Ruefle et al., 2014). Incident responders receive notification 
of  an actual or potential threat from an incident detection system (IDS). An initial alert may come 
from firewalls, virus software, recipients of  threatening emails, third parties, and other sources (Ada-
mov & Carlsson, 2016; Rollason-Reese, 2003).  

The detection and discovery phase determines whether an event is an incident or not. Typical classifi-
cations utilize Likert scales on impact and likelihood (Lamis, 2010). Lamis (2010) noted the impact 
levels high, medium, and low severity levels could be associated with severe impact, significant im-
pact, and minimal impact, respectively. Moreno et al. (2020) suggested the incident response discov-
ery and detection phase has four major activities. The incident must be properly identified, catego-
rized, prioritized, and communicated.  

Rule-based automation tools can be used for the detection and discovery of  incidents. The rules look 
for specified patterns and can trigger different actions, such as sending notifications to the incident 
response team or preventing an attack (Pilitsky et al., 2021). For monitoring the Internet of  Things 
(IoT), Midi et al. (2016) suggested involving a lightweight prevention IDS to include an event-condi-
tion-action paradigm for resource-constrained hardware or software. After discovery, detection, pre-
vention, identification, and classification, an organization can implement several potential actions to 
contain an incident and return core business processes to normal operations. 

Containment and continuity 
The containment and continuity phase focused on mitigating the impact of  the incident by prevent-
ing further damage and returning systems, processes, and people to the average business state (Ada-
mov & Carlsson, 2016; Moreno et al., 2020). Depending on the severity of  the incident, containment 
activities included disabling systems and services, changing or configuring systems and services, in-
stalling patches, expelling malicious attackers, and removing compromised systems (Adamov & Carls-
son, 2016; Lamis, 2010; Moreno et al., 2020). This phase also included short-term continuity efforts. 
Continuity refers to ensuring core processes remain operational. Continuity may mean using manual 
processes or backup systems to reduce the impact on consumer and business units.  

Analysis and investigation 
Analysis and investigation entailed acquiring sufficient knowledge about an incident and the state of  
the systems, processes, and people impacted (Midi et al., 2016). A cybercrime (incident) investigation 
may include hardware, software, and storage containing private business data (Bednar et al., 2014). 
Al-Dhaqm et al. (2020) suggested that incident investigation includes preserving data, preparing an 
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investigation environment, analyzing data, reconstructing a timeline of  events, searching for evi-
dence, and creating documentation. 

Adamov and Carlsson (2016) presented creating a forensic image duplication for data collection and 
analysis. Incident analysis can utilize different aspects, including the type of  attackers, types of  exploit 
tools, vulnerabilities exploited, attackers’ actions, targets, unauthorized results of  incident, and objec-
tives of  attacker step by step (Sun et al., 2019). Adamov and Carlsson (2016) suggested creating a 
threat analysis report that explains the attack and recommends remediation efforts.  

The threat analysis phase emphasizes a quick and informed decision to prevent further damage (Rol-
lason-Reese, 2003). Threat intelligence analyzes threat actors, including their capabilities and motiva-
tion and how they use the cyber domain to achieve their aims. In practice, threat intelligence analysis 
is used to determine facts and derive reliable conclusions. These conclusions can assist in decision-
making and facilitate operational processes such as detection, prevention, and response (Zibak & 
Simpson, 2019). When the analysis is complete, the organization must resolve the incident and re-
cover the systems, people, and processes.  

Response and recovery 
After completing the analysis and investigation, incident response teams must fix the problem (Al-
Dhaqm et al., 2020). The response and recovery phase refers to preventing the reoccurrence of  a 
specific attack by eliminating the incident and vulnerability and restoring all impacted and/or com-
promised systems and services back to normal operations (Adamov & Carlsson, 2016; Lamis, 2010; 
Rollason-Reese, 2003). Response and recovery activities can include removing malicious code, recov-
ering systems from backups, system configuration, and account management (Adamov & Carlsson, 
2016). Various response plans and playbooks should document these activities.  

The incident response team should deploy the incident response plans and playbooks in this phase. 
These plans and playbooks can use automated activities, manual activities, and/or some combination 
of  both. Automation is beneficial as notifications can assign tasks based on predesigned incident re-
sponse plans or playbooks (Pilitsky et al., 2021), which reduces response and recovery time. Once the 
incident response team has completed remediation and recovery efforts, the team needs to document 
the lessons learned to improve the organization’s people, processes, and systems. 

Continuous improvement and lessons learned 
The last phase of  the incident response methodology was continuous improvement and lessons 
learned. This phase focused on documenting the incident in the knowledge base, formally closing the 
incident, and improving the information security structure and system (Moreno et al., 2020). Lessons 
learned review reflect on the incident response processes and procedures to identify strengths, weak-
nesses, and opportunities for improvement (Lamis, 2010; Rollason-Reese, 2003). The end of  the inci-
dent response lifecycle entails transforming lessons learned into security improvement activities 
(Moreno et al., 2020).  

The continuous improvement phase changes the information security system, people, and processes 
to address vulnerabilities caused or exploited by the incident. Changes could include updating poli-
cies, protocols, vulnerabilities, documentation, staff  training, and detection rules based on the infor-
mation collected after each incident is discovered and dealt with (Adamov & Carlsson, 2016; Al-
Dhaqm et al., 2020; Pilitsky et al., 2021). The incident response lifecycle starts anew once the contin-
uous improvement phase is completed. Figure 1 illustrates the cyber incident response model based 
on the academic literature.  
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Figure 1. Academic cyber incident response model 

This section of  the literature review has established a comprehensive incident response model and 
methodology and defined the relevant components of  each phase. Each of  these cyber incident re-
sponse phases can pertain to ecommerce fraud, but the literature is very limited when it comes to im-
plementing cyber incident response to specific industries, people, processes, and systems. Fraud pre-
vention roles and responsibilities in organizations are murky, and it is unclear who should assume the 
role (Krambia-Kapardis & Zopiatis, 2010). Private and public organizations struggle to define and 
allocate the roles, responsibilities, and expertise of  team members, including outside groups and or-
ganizations involved in incident response (Simola, 2019; Van der Kleij et al., 2017).  

Ecommerce fraud incidents have been incredibly cumbersome with the rise of  the Internet. Many 
private and public organizations are trying to determine and use the appropriate analytical systems, 
tools, and methods to fight fraudulent incidents in ecommerce. The following section provides an 
overview of  the fraud ecommerce ecosystem, exploring fraud incidents, stakeholders, fraud analytical 
models, and methodologies.  

ECOMMERCE FRAUD ECOSYSTEM 

Ecommerce overview 
Online payments and ecommerce have significantly increased in use and adoption globally (Ali et al., 
2018; Marchal & Szyller, 2019; Singh & Jain, 2019; Wickramanayake et al., 2020). Wilks (2019) speci-
fied US card payments reached over a billion payments worth trillions of  dollars. Additionally, 
smartphones are increasingly playing a more significant role in ecommerce and online payments 
(Chen et al., 2019). Technologies have enabled digital transformation for businesses and payment 
transactions to occur within a day or instantaneously by improving the speed of  the settlement pro-
cesses (Chen et al., 2019; Diadiushkin et al., 2019; Eappen, 2019; Mugari, 2017; Park et al., 2019). 

Ecommerce is the exchange of  money for products or services over the Internet. Online payment 
systems have increased the efficiency and effectiveness of  conducting business-to-consumer (B2C), 
business-to-business (B2B), and consumer-to-consumer (C2C) transactions (Chen et al., 2019). Con-
sumers can engage in ecommerce through websites and mobile sites to search for product and ser-
vice information and purchase products and services. Consumers will generally go through several 
phases as they engage in ecommerce transactions, including choosing an e-retailer, products, and ser-
vices, check out (payment and shipping), and logistical delivery (Vakulenko et al., 2019).  

Online payment systems provide a way to complete the purchase and checkout process. There are 
many stakeholders that can be involved in an ecommerce payment transaction. Payment security, in 
particular, is a significant and important concern for merchants and consumers (Chen et al., 2019). 
Cyber fraud incidents are the use of  online criminal deception and theft intended to result in finan-
cial and/or personal gain (Diadiushkin et al., 2019; Park et al., 2019). Ecommerce fraud prevention 
relies on rule-based detection systems. With the surge in global ecommerce, online transactions have 
become increasingly fraudulent, complex, and borderless (Kolodiziev et al., 2020; Minastireanu & 
Mesnita, 2019). This section covers ecommerce payment systems, fraud stakeholders, fraud incidents, 
and fraud prevention. 
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Ecommerce online payment system types 
Online payments are efficient and convenient but are complex and expensive to process (Wilks, 
2019). There are four main online payment systems in ecommerce. The four systems are card-based, 
mobile payments, electronic fund transfers, and electronic money. Card-based methods may consist 
of  credit cards, debit cards, magnetic stripe cards, smart cards, and contactless cards to commence. 
Mobile payments may incorporate mobile apps with smartphones, tablets, and laptops to conduct 
transactions. Electronic funds transfers use the Internet, email, and applications to perform transac-
tions. Electronic money uses digital wallets with software and hardware to carry out transactions 
(Chen et al., 2019). These payment systems may or may not use the same components and technol-
ogy. Even though online payments have helped with the efficiency and effectiveness of  conducting 
transactions, online payments are complex and susceptible to fraudulent activities.  

Ecommerce stakeholders 
Ecommerce stakeholders are the people and organizations involved in the completion of  ecommerce 
transactions and for the prevention, detection, and response to ecommerce fraudulent behaviors. 
Payment fraud detection has become popular among payment gateways, payment aggregators, banks, 
merchants, and customers who conduct transactions online (Wickramanayake et al., 2020). Many dif-
ferent stakeholders are involved in combating and preventing fraud activities and incidents (Doeland, 
2017). Fraud detection relies heavily on user input, user behavior, and information about the con-
sumer (Wang et al., 2018). The key stakeholders in combating ecommerce fraud are the issuer, ac-
quirer, payment processor, card network, merchant, consumer, and law enforcement (Artikis et al., 
2017; Doeland, 2017; Wilks, 2019).  

The card networks, such as Visa and Mastercard, generally set the rules for card use in conjunction 
with financial institutions (Wilks, 2019). The issuer is the bank issuing credit cards and holding the 
consumers’ accounts. The acquirer is the bank holding the merchants’ accounts. The payment pro-
cessor is the organization responsible for communicating payment information between the issuer 
bank and the merchant bank to settle the transaction (Artikis et al., 2017). Customers will typically 
conduct transactions on a merchant’s (retailer) ecommerce site. If  any fraudulent incidents occur, fi-
nancial institutions, merchants, customers, and other organizations can report and work with law en-
forcement and each other to resolve fraudulent incidents. However, Donegan (2019) suggested only 
three to four percent of  ecommerce fraud cases reported to law enforcement are disseminated and 
investigated. Figure 2 outlines the ecommerce fraud incident stakeholders and potential communica-
tion.  

 
Figure 2. Ecommerce fraud stakeholders 
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Ecommerce fraud incidents 
Ecommerce became a core competency for many retailers and merchants, but conducting transac-
tions with e-payments became a critical issue due to fraud (T. Huang & Huang, 2019). Cyber fraud is 
online criminal deception and theft intended to result in financial and/or personal gain using Internet 
technologies (Diadiushkin et al., 2019; Park et al., 2019). Global ecommerce online payment fraud 
has resulted in an estimated $41 billion of  losses (Statista, 2022). Wang et al. (2018) noted the fraud 
rate in the Chinese peer-to-peer payment market is estimated to be over 10%. Marchal and Szyller 
(2019) suggested multiple attacks and fraudulent ecommerce orders are orchestrated by groups of  
professional fraudsters, also known as organized crime. Kawase et al. (2019) noted many organiza-
tions struggle with legacy fraud verification platforms.  

Amasiatu and Shah (2018) presented that ecommerce organizations suffer growing losses from 
fraudulent activities from online retail. There are four major fraud incidents in ecommerce, which are 
identity theft, mandate fraud, credit card fraud, and digital wallet fraud (Donegan, 2019; T. Huang & 
Huang, 2019). T. Huang and Huang (2019) suggested many fraudulent activities occur due to social 
engineering attacks caused by lost and stolen card information, account takeovers (ATO), and card 
not present (CNP) transactions.  

Mandate fraud involves a fraudster convincing a customer to change a payment process by pretend-
ing to be a company that receives the payments (Donegan, 2019). This fraud scheme is typically com-
pleted by compromising and accessing a customer’s email account. Payment card fraud can be con-
sidered one of  the biggest cybercrimes and threatens a trustworthy digital ecosystem (Stojanović et 
al., 2021; Wickramanayake et al., 2020). Much like payment cards, digital wallets are susceptible to 
similar fraudulent techniques. The fraudulent attacks can include social engineering using text mes-
sages and phone calls asking for personal information, malware attacks such as ransomware, or man-
in-the-middle attacks such as fake websites (Fadhilah et al., 2021; Levitin, 2018). This would suggest 
that ecommerce fraud and cyber security incident professionals are needed to mitigate ecommerce 
incidents.  

Ecommerce fraud prevention systems 
Many organizations have been combating ecommerce fraud with detection platforms with rule-based 
approaches (Diadiushkin et al., 2019; Kawase et al., 2019). A rules-based system is a special type of  
expert system consisting of  if-then rules used for classification, regression, and association (Liu et al., 
2016). Kawase et al. (2019) suggested several machine-learning models can help identify, prevent, 
predict, and detect fraudulent behavior. Yasaka (2020) noted detecting suspicious transactions has 
evolved from manual data analysis to deep learning and artificial intelligence. Organizations can em-
ploy artificial intelligence and machine learning techniques to detect suspicious transactions, then a 
human to validate and verify (Yasaka, 2020). Much of  the ecommerce literature focuses on machine 
learning detection methods but not on response processes.  

The literature showcases similar aspects to cyber incident response but does not specifically connect 
the two areas together. Additionally, most of  the academic taxonomy construed refers to fraud as at-
tacks rather than incidents. What are the gaps between cyber incident response and ecommerce 
fraud? 

GAPS IN LITERATURE  
The main gap is that literature was limited and/or vague about the connection between ecommerce 
fraud and cyber incident response; specifically, the lack of  processes, roles and responsibilities, sys-
tems, stakeholders, and types of  incidents. Table 2 specifies the identified gaps in the academic litera-
ture and respective authors.  

Smith (2008) suggested that systems for responding to fraud are disparate and uncoordinated across 
private and public sectors. Fraud prevention roles and responsibilities in organizations are murky, and 
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it is unclear who should assume the role (Krambia-Kapardis & Zopiatis, 2010). Private and public or-
ganizations struggle to define and allocate the roles, responsibilities, and expertise of  team members, 
including outside groups and organizations involved in incident response (Simola, 2019; Van der 
Kleij et al., 2017). Dsouza (2018) noted that incident response teams inconsistently collect and define 
information, derailing the comparison of  cyber and fraud incidents. Specifically, inconsistencies in-
volve terminology and taxonomy, categorization of  attacks, threats, vulnerabilities, and data presenta-
tion methods. Levitin (2018) specified fraud incidents could be exacerbated due to confusion about 
who to contact when fraud occurs for consumers and merchants due to undefined roles and pro-
cesses between ecommerce stakeholders involved in online payments. Onwubiko and Ouazzane 
(2020) discussed a lack of  a coordinated operational and technical framework for prevention, detec-
tion, response, and recovery that includes the taxonomy, stakeholders, and other departments. To ex-
plore this phenomenon and develop an ecommerce fraud response framework, a qualitative analysis 
study was conducted.  

Table 2. Literature gaps between ecommerce fraud and cyber incident response 

Gaps  Authors 

Roles and responsibilities Krambia-Kapardis & Zopiatis, 2010; Simola, 2019; Van der Kleij 
et al., 2017 

Processes Dsouza, 2018; Levitin, 2018; Onwubiko and Ouazzane, 2020 
Stakeholders Levitin, 2018; Onwubiko and Ouazzane, 2020; Simola, 2019; Van 

der Kleij et al., 2017; Levitin, 2018  
Systems Onwubiko and Ouazzane, 2020 
Types of  incidents Donegan, 2019; T. Huang & Huang, 2019; Fadhilah et al., 2021; 

Levitin, 2018 
 

METHODOLOGY 
This study employed a qualitative methodology because it seemed best suited to explore ecommerce 
fraud incident response due to the complex nature and limited academic literature specific to ecom-
merce fraud incident response.  

Glaser and Strauss (1967) first developed the grounded theory in the 1960s but have since diverged 
into different variations of  the initial theory (Charmaz & Thornberg, 2020; Yu & Smith, 2021). Char-
maz (2006) built upon the grounded theory with the constructivist grounded theory model. This 
model focused on co-constructing experiences and meaning between the researcher and participants 
(Tie et al., 2019). Tie et al. (2019) suggested that the constructivist theory uses initial coding, focused 
coding, and theoretical coding techniques. The constructivist approach suggests conducting a litera-
ture review that will help researchers gain knowledge in the research problem or area, composing re-
search questions, stimulating theoretical sensitivity, directing theoretical sampling, and providing addi-
tional evidence and validity to the research (Yu & Smith, 2021).  

In the constructivist approach, there are four main grounded theory quality components. These are 
credibility, originality, resonance, and usefulness (Charmaz & Thornberg, 2020). Credibility refers to 
having sufficient relevant data for asking intelligent questions about the data, making systematic com-
parisons throughout the research process, and developing a thorough analysis. Originality refers to 
whether the theory offers new insights into a problem and establishes the significance of  the analysis. 
Resonance is whether the theory and researcher have constructed concepts to represent the research 
participants’ experiences and provide insights to others. Usefulness focuses on whether the research 
clarifies the research participants’ experience, forms foundations for the policy or practical 
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applications, contributes to a new line of  research, and reveals pervasive processes and practices 
(Charmaz & Thornberg, 2020). 

RESEARCH APPROACH   
The steps are purposive sampling, generating and collecting data, initial coding, intermediate coding, 
and advanced coding. Appendix A shows a sample of  coding. The first step, purposive sampling, en-
tails intentionally selecting participants that can answer the research question. The second step is gen-
erating and collecting data. For this qualitative study, iterative interviews were conducted with the ap-
propriate ecommerce professionals. Appendix B showcases the interview questions for this study. 
The third step is initial coding to identify the initial categories. The fourth step is intermediate coding 
focuses on selecting core categories and reviewing data until thematic saturation is reached. The fifth 
step is advanced coding, in which the researcher determines a storyline or theoretical narrative (Tie et 
al., 2019). Figure 3 showcases the approach.  

 
Figure 3. Constructivist grounded theory approach 

Note: Steps of  the Constructivist Grounded Theory Approach (adapted from Tie et al., 2019). 

This study used the Quirkos qualitative analysis software to help with initial coding and identifying 
categories from the interview transcripts. Evers et al. (2020) specified Quirkos as a software tool that 
provides fundamental data analysis functionalities. Alammar et al. (2019) described Quirkos as a data 
visualization tool that allows researchers to code transcripts into categories or themes. The coding is 
color-coordinated, and as themes or categories increase in frequency, the bubbles become more 
prominent. The coding process starts with creating Quirks (labels), which are then assigned to 
chunks of  text. Themes are derived inductively through this process in Quirkos (Evers et al., 2020).  

SAMPLING AND DATA COLLECTION 
The primary source of  data for this qualitative grounded theory study was interviews. A total of  
eight interviews were conducted to capture the experiences, feelings, and insights of  ecommerce 
fraud practitioners regarding ecommerce fraud response activities. There are an estimated 50,000 
ecommerce fraud practitioners worldwide. Purposive sampling was used to find participants with 
over five years of  work experience in the field. Participants were recruited online using digital flyers 
on LinkedIn and trade association sites. The participants were asked open-ended questions (see 
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Appendix B). Each interview was scheduled for 60 minutes and was conducted upon reaching a data 
saturation point (Dwight, 2022). 

DESCRIPTION OF THE PARTICIPANTS 
The sample’s demographics comprised various ecommerce professionals representing fraud-related 
positions across different industries and global regions. The research participants’ experience levels 
varied from five to twenty years of  experience. The research participants educational levels spanned 
from no college to completion of  graduate-level degrees. Table 3 showcases the participants’ experi-
ence and education levels (Dwight, 2022).  

Table 3. Participant fraud experience and education level 

Participant Years of  experience Education level 
Participant 1 5+ Technical college 
Participant 2 20+ Master’s degree 
Participant 3 5+ NA 
Participant 4 10+ Bachelor’s degree 
Participant 5 5+ Bachelor’s degree 
Participant 6 5+ Bachelor’s degree 
Participant 7 5+ Master’s degree 
Participant 8 10+ Technical college 

 

Table 4 presents the participants’ industries and regions. The research participants represented mer-
chants, banks, fraud solution providers, and non-profits in the ecommerce ecosystem. The research 
participants who contributed to this study worked in North America and Europe (Dwight, 2022). 

Table 4. Participant stakeholder type and region 

Participant Stakeholder Region 
Participant 1 Ecommerce merchant North America 
Participant 2 Bank Europe 
Participant 3 Ecommerce merchant North America 
Participant 4 Fraud solution provider North America 
Participant 5 Ecommerce merchant North America 
Participant 6 Ecommerce merchant North America 
Participant 7 Non-profit community group North America 
Participant 8 Fraud solution provider Europe 

IRB  APPROVAL 
This study was reviewed and approved by the university’s Institutional Review Board (IRB). It was 
declared exempt under 45 CFR 46.101(b). The approval was limited to the approved protocols de-
scribed in the application, which have been reviewed as acceptable activities outlined by the Office of  
Human Research Protections.  

RESULTS 
The ecommerce fraud incident response is a critical process to establish in an organization. The ob-
jective of  this study is to explore the phenomena and develop a grounded theory framework to help 
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define an ecommerce fraud incident response process, roles and responsibilities, systems, stakehold-
ers, and incident types. The results section first provides a summary of  the findings. Next, the results 
construct each component of  the ecommerce fraud response framework: processes, roles, responsi-
bilities, systems, stakeholders, and fraud incidents from the findings. The final area of  this section il-
lustrates the constructed ecommerce fraud response framework.  

SUMMARY OF FINDINGS 
The first finding defined the ecommerce fraud incident response process. The process includes plan-
ning, identification, analysis, response, and improvement. The second finding was that the fraud inci-
dent response model did not include the containment phase. The next finding was that common 
roles and responsibilities included fraud prevention analysis, tool development, reporting, leadership, 
and collaboration. The fourth finding described practitioners utilizing hybrid tools and systems for 
fraud prevention and detection. The fifth finding was the identification of  internal and external 
stakeholders for communication, collaboration, and information sharing. The sixth finding is that re-
search participants experienced different organizational alignments. The seventh key finding was 
stakeholders do not have a holistic view of  the data and information to make some connections 
about fraudulent behavior. The last finding was participants experienced complex fraud incidents 
(Dwight, 2022).  

PROCESSES 
The first finding is the participants described five major processes of  planning, identification, analy-
sis, response, and improvement. The research participants described hypothesis creation, playbook 
development, vulnerability assessments, and fraud awareness as frequent planning activities. In the 
second phase of  research, participants described flags, alerts, triggers, monitoring, filtering, discovery, 
and detection as identification activities. In the third phase of  research, the experts discussed analysis 
and investigation to find connections and patterns between data points and information. In the 
fourth phase, participants depicted response activities consisting of  stopping orders, processing or-
ders, chargebacks, and rule implementation. The last phase of  improvement illustrates training, learn-
ing, tools, systems, rule updates, and implementation. Table 5 illustrates the initial coding, frequency, 
core categories, and major themes.  

Table 5. Qualitative coding of  e-commerce fraud incident response 

Initial coding Frequency Core category Storyline 
Hypothesis creation 
Playbook/plan 
Vulnerability assessment 
Fraud awareness 

2 
3 
7 
12 

Planning activities Ecommerce Fraud Re-
sponse activities to 
prepare and plan for 
potential ecommerce 
fraud incidents. 

Flags/alerts/triggers 
Monitoring 
Detection 
Filter 
Identify/discover 

23 
6 
21 
38 
16 

Identification activities Ecommerce Fraud Re-
sponse activities to de-
tect and identify ecom-
merce fraud incidents. 

Analysis 
Investigate/investigation 
Connections/patterns 
Data points 
Data/information 

21 
7 
15 
7 
129 

Analysis and investiga-
tion activities 

Ecommerce Fraud Re-
sponse activities to an-
alyze and investigate 
ecommerce fraud inci-
dents to find connec-
tions and patterns.  
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Initial coding Frequency Core category Storyline 
Implement rules 
Stop/decline bad orders 
Process good orders 
Chargebacks 

3 
3 
15 
15 

Response activities Ecommerce Fraud Re-
sponse activities to re-
spond to ecommerce 
fraud incidents.  

Learning/training 
Tool and system 
Rule updates 
Rule implementation 

16 
6 
4 
3 

Improvement activities Ecommerce Fraud Re-
sponse activities to 
continuously improve 
processes, systems, and 
people.  

 

The second finding was the ecommerce fraud incident response process did not include a contain-
ment phase. This is reviewed in the Discussion section under Processes, Systems, and Roles.  

ROLES AND RESPONSIBILITIES 
The third finding that arose from the research participant’s experiences regarding common roles and 
responsibilities include tool development, reporting, leadership and management, and fraud preven-
tion. Tool development is defined as the creation of  internal and external fraud prevention tools. Re-
porting is the metrics and key performance indicators related to fraud prevention. Leadership and 
management focused on managing and developing people. Collaboration refers to information shar-
ing with internal and external stakeholders for fraud planning, detection, analysis, response, and im-
provement. Fraud prevention analysis is the fraud prevention and response activities used in the 
fraud ecommerce incident response process. Fraud prevention analysis was the most prominent role 
and responsibility of  the research participants.  

Participants 1 and 8 experienced reporting, leadership, management, collaboration, and fraud preven-
tion analysis. Participant 6 experienced tool development, collaboration, and fraud prevention analy-
sis. Participants 2, 3, 4, 5, and 7 experienced all five roles and responsibilities. For example, Research 
Participant 2 specified, “We could really see that this [fraud] is getting more and more sophisticated. 
We developed some tools, and they really worked well”. Table 6 showcases the common roles and 
responsibilities experienced and discussed by each participant.  

Table 6. Participant experiences of  roles and responsibilities 

Participant Tool          
development 

Reporting Leadership & 
management 

Collaboration Fraud prevention 
analysis 

Participant 1  x x x x 
Participant 2 x x x x x 
Participant 3 x x x x x 
Participant 4 x x x x x 
Participant 5 x x x x x 
Participant 6 x   x x 
Participant 7 x x x x x 
Participant 8  x x x x 

SYSTEMS AND TOOLS 
The fourth finding described practitioners utilizing hybrid tools and systems for fraud prevention and 
detection. The participants described several fraud prevention tools and systems. The participants 
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noted using internally developed tools and third-party systems to help detect and prevent fraud. Rule-
based systems arose 57 times, and third-party systems occurred 20 times during the interviews. This 
finding suggests the participants used multiple tools and systems as a hybrid approach for their detec-
tion, investigation, and analysis. The participants mentioned a mix of  open-source and third-party 
proprietary software such as “3D Secure”, “Google Analytics,” “Forensically,” “Maxmind,” and 
“Ekata.” Table 7 shows the fraud prevention systems and tools experienced by the participants.  

A rules-based system is a special type of  expert system consisting of  if-then rules (Liu et al., 2016). 
Open-source intelligence (OSINT) tools are typically free or low-cost tools for gathering data and 
information (Hwang et al., 2022). Third-party tools refer to the use of  commercial software pur-
chased and used for fraud prevention, detection, and response. Participants 1, 2, and 8 specified using 
rule-based and third-party commercial software. Participants 3, 5, and 6 noted using rule-based, 
third-party software and OSINT systems and tools. Participant 4 only identified a rule-based ap-
proach, and participant 7 only used a database for analysis.  

Table 7. Participant experiences with fraud prevention systems and tools 

Participant Systems and tools Core Category 
Participant 1 Rule-based, third-party Hybrid systems 
Participant 2 Rule-based, third-party  
Participant 3 Rule-based, OSINT, third-party  
Participant 4 Rule-based  
Participant 5 Rule-based, OSINT, third-party  
Participant 6 Rule-based, OSINT, third-party  
Participant 7 Database  
Participant 8 Rule-based, third-party  

STAKEHOLDERS 
The fifth finding was the identification of  internal and external stakeholders for communication, col-
laboration, and information sharing. Internal stakeholders are individuals that work within the same 
company. Identifying and building relationships are essential aspects of  information sharing. The re-
search participants identified nine internal stakeholders and eleven external stakeholders. The internal 
stakeholders described by the research participants include customer service, information security, 
legal, shipping and warehouse, data teams, accounting, IT teams, payments teams, and product teams. 
The research participants described customer service, information security, and shipping internal 
teams and departments frequently. Legal, accounting, product, and data teams were rarely discussed. 
Table 8 illustrates internal stakeholders’ initial coding, frequency, and core category. 

Table 8. Qualitative coding of  internal stakeholders 

Initial coding Frequency Core category Storyline 
Customer service team 18  Internal stakeholders Internal stake-

holders help pro-
vide communica-
tion, collabora-
tion, and infor-
mation sharing 
throughout the re-
sponse phases. 

Information security team 11 
Legal team 2 
Shipping/warehouse team 20 
Data team 3 
IT Team 7 
Payments team 6 
Accounting 1 
Product team 1 
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Internal stakeholders can generally fall under business, technical, or both. Technical departments can 
consist of  information security, data, and IT. Research Participant 5 discussed how collaboration 
helps with fraud mitigation. He specified:  

We have a monthly meeting with them [information security team] to go over incidents that 
pop up that might kind of  impact those teams. Like, card testing is one that is kind of  in that 
middle ground … So, we meet with them monthly to go over situations like that. We have 
open communication lines with both our dropship and support, our stock order support, 
and our traffic team because if  an order does successfully get past our filter and then we find 
out about it. 

The sixth finding is that research participants experienced different organizational alignments. Even 
though there is communication and collaboration internally in organizations, research participants 
noted having different organizational alignments. This is examined in the discussion section of  the 
paper.  

The external stakeholders experienced by the research participants are merchants, issuing banks, ac-
quiring banks, payment service providers, fraud solution providers, card networks, law enforcement, 
customers, community groups, workgroups, and non-profit organizations. The research participants 
described customers/victims, banks, and fraud solution providers most frequently. Payment service 
providers and work groups were rarely discussed. Table 9 displays the initial coding, frequency, and 
core category for external stakeholders experienced by the research participants.  

Table 9. Qualitative coding of  external stakeholders 

Initial coding Frequency Core category Storyline 
Payment service provider 2 External Stakeholders External stakeholders 

can help provide com-
munication, collabora-
tion, and information 
sharing throughout 
the response phases. 

Fraud community 6  

Workgroups 2  

Merchant 31  

Issuing bank 14  

Acquiring bank 4  

Fraud solution provider 20  

Card networks/schemes 9  

Law enforcement 18   

Customer/victim 53    

Non-profit associations 6   

 

Figure 4 showcases the potential collaboration and information sharing between the various external 
stakeholders.  

Another key finding was stakeholders do not have a holistic view of  the data and information to 
make connections about fraudulent behavior. Key stakeholders have different pieces of  data that 
need to be shared to identify and detect fraudulent actions and behavior. The research participants 
also specified missing data that could help each stakeholder. Research Participant 2 explained:  

We all [stakeholders] have different pieces of  the puzzle from an issuing side, acquiring side, 
merchant side, PSP [payment service provider], but no one has that full overview… So, we 
will need to have a holistic or full overview of  whatever the customer is doing. And if  you 
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talk to banks, you will hear that, yes, that is what we are aiming for. We want tools that will 
enable us to get everything [data] into one platform. 

Research Participant 8 also noted a holistic approach to fraud prevention with various stakeholders. 
He specified:  

Because what always is an issue in our industry is that nobody sees the complete picture. Of  
course, it’s not perfect, but at least they try to get that more holistic view on that and find 
ways to exchange data, which is, of  course, is always challenging because everybody wants to 
share data. It’s a good course. But it still, of  course, has to comply with regulations and laws 
which sometimes prevent also fraudsters or protect fraudsters from being detected because 
you’re basically saying that you can’t get. And that’s what we are working on there. 

 
Figure 4. Potential stakeholder collaboration and information sharing 

FRAUD INCIDENTS 
The last finding was participants experienced complex fraud incidents. The research participants 
identified 13 types of  fraud incidents that they consistently encounter in their role in fraud planning, 
prevention, detection, and response (Table 10).  

Table 10. Qualitative coding types of  fraud incidents 

Initial coding Frequency Category Storyline 
Account takeover (ATO) 19 Fraud incidents Ecommerce organizations 

face various everchanging, so-
phisticated, and complex 
fraudulent attacks.  

Credit card fraud 6  

Credit card testing 8  

Gift card fraud 16  

Subscription fraud 9  

Money laundering 9  
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Initial coding Frequency Category Storyline 
Money mule/triangulation 
fraud 

7  

3D secure fraud 2   

Social engineering 5  

Credential stuffing 9  

Romance scams 1  

Policy abuse / 1st Party Misuse 30  

Identity theft 9  

Merchants and other ecommerce organizations are defending against complex and sophisticated 
fraud attacks. Specific types of  ecommerce fraud incidents were discussed 130 times during the inter-
views. One attack could utilize multiple methods. These hybrid attacks contribute to the sophistica-
tion and complexity of  cyber fraud incidents. Research Participant 1 suggested, “Fraudsters are 
unique in their efforts, right? They each have their own different MOs. Fraudsters want to be anony-
mous and will create standalone accounts within our networks with no common features.” Research 
Participant 2 explained, “Fraudsters are no longer just attacking one silo or one channel [website]; 
they will attack the customer.” Research Participant 3 suggested, “We’ve experienced a pretty signifi-
cant diversity of  the types and fraud and misuse that comes with that basically any way they can make 
money from us with all costs to them as possible. 

ECOMMERCE FRAUD INCIDENT RESPONSE FRAMEWORK 
The aim of  this study is to explore the phenomena and develop a grounded theory framework to 
help define an ecommerce fraud incident response process, roles and responsibilities, systems, stake-
holders, and incident types to help organizations respond to ecommerce fraud. The culmination of  
findings in this study resulted in an ecommerce fraud incident response framework that identifies sig-
nificant areas from ecommerce fraud practitioners’ perspectives.  

Figure 5 illustrates the common incident response process, the common hybrid tools and systems, 
and roles and responsibilities for fraud prevention. Additionally, the figure showcases potential identi-
fication fraud incidents and information sharing conducted between the ecommerce fraud team, in-
ternal stakeholders, and external stakeholders. Information about the incidents is potentially shared 
between these three groups. 

Ecommerce fraud incidents can be identified and detected by an ecommerce fraud team, internal 
stakeholders such as the cyber security team, or external stakeholders such as payment service pro-
viders or banks. Then the fraud can be shared between the relevant stakeholders for appropriate anal-
ysis and response. To facilitate appropriate ecommerce fraud response, a fraud team should have 
fraud prevention analysis, collaboration, leadership, management, reporting, and tool development 
skills and capabilities. Additionally, the ecommerce fraud team should have a mix of  tools and sys-
tems to aid in the ecommerce fraud response process, such as rule-based detection, OSINT, and 
third-party software. Planning and improvement process activities can be completed before, during, 
and after a fraudulent incident. In the next section, this framework is broken down and discussed by 
each finding and then compared with the academic literature.  
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Figure 5. Ecommerce fraud incident response framework 

DISCUSSION 
The objective of  this study was to explore the phenomena and develop a grounded theory frame-
work to help define an ecommerce fraud incident response process, roles and responsibilities, sys-
tems, stakeholders, and incident types. First, this section conducted a comparison between the com-
ponents ecommerce fraud incident response framework and the academic literature. Next, this sec-
tion presents the academic and practical contributions of  the study. Finally, limitations and implica-
tions for future research are reviewed and described. 

PROCESSES, SYSTEMS, AND ROLES 
The study aimed to help define processes, systems, roles, and responsibilities in ecommerce fraud in-
cident response. This section compares the findings of  the study with the academic literature. The 
findings were able to expand on the literature. The empirical incident response process differed in the 
containment phase between the processes. Academic literature only identified rule-based systems, 
whereas the findings of  this study identified a multitude of  tools, including rule-based systems. Roles 
and responsibilities were undefined in the literature, but key roles and responsibilities were identified 
in the findings of  this study. 

Processes 
The first key finding was fraud practitioners described using planning, identification, analysis, re-
sponse, and improvement phases of  the cyber incident response. There were several similarities and 
differences between the academic literature and the perspectives of  ecommerce industry fraud ex-
perts. The literature review identified an incident response model that included preparation, discov-
ery, containment, analysis, response, and improvement phases (Adamov & Carlsson, 2016; Al-Dhaqm 
et al., 2020; Jalal et al., 2018; Lamis, 2010; Pilitsky et al., 2021; Pinto & Talley, 2006; Rollason-Reese, 
2003; Ruefle et al., 2014; Sadik et al., 2020,). The five cyber incident phases of  the empirical model 
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were similar to the literature model’s preparation, discovery, analysis, response, and improvement 
phases. This finding diverged from the literature as many incident response models utilized a contain-
ment phase.  

The second finding was research participants did not experience the containment phase of  the cyber 
incident response model. Based on the research participants’ experiences, this divergence may be due 
to online ordering practices rather than cyber security practices. Based on the research participants’ 
perspectives, online orders appear difficult to “contain” as many business transactions are frictionless 
and continuously move through the ecommerce process. The transactions appear to be investigated 
as they are being processed. Figuratively speaking, ecommerce fraud is being identified, analyzed, and 
mitigated on a non-stop electronic conveyor belt.  

Systems and tools 
The next finding described research participants utilizing hybrid tools and systems for ecommerce 
fraud prevention, detection, and response. Overall, the research participants expressed using tools 
including rule-based, third-party, and OSINT fraud analytical tools. Fraud practitioners developed 
their own tools as well as used third-party developed tools. The majority of  research participants 
noted their organizations utilized a combination of  methods and tools for fraud prevention and de-
tection. The use of  hybrid tools and tool development could possibly be due to budgetary or utility 
reasons. Small-to-medium businesses may find commercial rule-based software expensive and may 
have to rely on open-source tools for specific fraud detection and investigation functionality. Addi-
tionally, rule-based detection software may not comprehensively address all areas of  ecommerce 
fraud. However, more research would be needed to explore this facet.  

In comparison, the academic research focused only on rule-based detection methods that may use 
machine learning and artificial intelligence (Diadiushkin et al., 2019; Kawase et al., 2019; Yasaka, 
2020). Rule-based automation tools can be used for the detection and discovery of  incidents. The 
rules look for specified patterns and can trigger different actions, such as sending notifications to the 
incident response team or preventing an attack (Pilitsky et al., 2021). Both the academic and empirical 
findings show the use of  rule-based detection systems. However, the empirical findings differ and 
suggest that ecommerce fraud prevention goes beyond rule-based fraud detection. Ecommerce fraud 
prevention, detection, and response need a multitude of  tools to uncover sophisticated fraud inci-
dents, attacks, and schemes.  

Roles and responsibilities 
Another key finding of  this empirical research defined five common roles and responsibilities. The 
research participants described tool development, reporting, leadership, and fraud prevention as the 
main roles and responsibilities. Tool development is the creation of  internal and external fraud pre-
vention tools. Reporting is the metrics and key performance indicators related to fraud prevention. 
Leadership and management focused on managing and developing people. Lastly, fraud prevention 
analytical capabilities included responding to fraudulent activity.  

The literature differed from the empirical findings. The literature review did not specify roles and re-
sponsibilities but noted the challenges. Fraud prevention roles and responsibilities in organizations 
are murky, and it is unclear who should assume the role (Krambia-Kapardis & Zopiatis, 2010). Pri-
vate and public organizations struggle to define and allocate team members’ roles, responsibilities, 
and expertise, including outside groups and organizations involved in incident response (Simola, 
2019; Van der Kleij et al., 2017). Organizations can use this finding to serve as a baseline for initial 
roles and responsibilities for hiring and developing personnel.  
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ORGANIZATIONAL ALIGNMENT, COLLABORATION, &  STAKEHOLDERS 
This qualitative analysis aimed to identify stakeholders, information sharing, and collaboration prac-
tices. The major themes of  the analysis and discussion are centered around organizational alignment, 
information sharing, and stakeholders. These areas present some challenges to ecommerce fraud re-
sponse activities. Organizational alignments varied from each participant’s perspective. Collaboration 
and information sharing may be challenging due to the level of  maturity in interaction and trust be-
tween stakeholders. Lastly, many stakeholders may be involved in the detection and response efforts 
which adds to the complexity of  the response.  

Stakeholders 
The fifth finding was research participants experienced information sharing and identified internal 
and external stakeholders. The next key finding was the research participants identified key stake-
holders. The research participants identified nine internal stakeholders and eleven external stakehold-
ers. The participants discussed various levels of  interaction and the types of  data and information 
that are shared or wanted to be shared. The research participants noted more stakeholders than in 
the academic literature. The academic literature identified only seven types of  external stakeholders. 
In comparison, the research participants noted eleven types of  external stakeholders. The academic 
literature appeared to only discuss external stakeholders rather than internal stakeholders where fraud 
was concerned. The cyber incident response literature specified vaguely about working with other or-
ganizational units.  

Collaboration, information sharing, and holistic view 
Collaboration and information-sharing capabilities are beneficial for internal and external stakehold-
ers. Research Participant 1 noted a practical perspective for engaging in the fraud community. The 
participant suggested, “I think it is good for fraud teams to be able to share their experiences with 
that [fraud] community. I think that would help the fraud community as a whole”. Research Partici-
pant 1 explained obtaining information for fraud prevention from the fraud community, “Even if  we 
see things externally, like things in the news that happen or someone communicates on LinkedIn 
from the fraud community.” The interaction between stakeholders and participants seemed to vary. 
One participant noted having good interaction with law enforcement, and the other participants had 
a negative sentiment toward law enforcement. Some were closely aligned with cyber security, and oth-
ers with business units. More research is needed to explore the maturity levels of  interaction that oc-
cur between internal and external stakeholders.  

Another key finding was stakeholders do not have a holistic view of  the data and information to 
make some connections about fraudulent behavior. The literature did not focus specifically on the 
holistic view of  data and information. However, academia did specify there many unfamiliar and un-
defined areas in ecommerce and cyber incident response.  

Organizational alignment 
The sixth finding is that research participants experienced different organizational alignments. A ma-
jor finding that occurred in the empirical study was organizational alignment. Three of  the research 
participants noted their respective departments being reorganized several times. The participants 
noted their fraud team was reorganized several times under different departments until they were po-
sitioned in appropriate areas of  collaboration and decision-making. However, it appeared that the or-
ganizational structures varied between participants. One participant specified the team moved from 
operations to IT to payments departments. Another participant specified their team moved from cus-
tomer service to financial crimes. There does not appear to be a common organizational alignment. 
This could be due to the hybrid nature of  the position that requires expertise in cyber security and 
financial payment systems. Additionally, since ecommerce fraud is a relatively new field, there may be 
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some maturity challenges. Further research can be conducted to explore this aspect. These gaps make 
it even more difficult to determine the complexity and sophistication of  fraud. 

FRAUD SOPHISTICATION 
The finding of  the qualitative study highlighted the sophistication and complexity of  fraud incidents. 
The research participants experienced 13 types of  fraudulent incidents. The fraud incidents are ac-
count takeover, credit card fraud, credit card testing, gift card fraud, subscription fraud, money laun-
dering, triangulation fraud, 3DS fraud, social engineering, credential stuffing, romance scams, policy 
abuse (1st party misuse), identity theft, and chargebacks. Many research participants noted one fraud-
ulent incident could utilize multiple attack methods. These multi-faceted cyber attacks suggest fraud-
sters are using sophisticated and complex methods against organizations.  

The literature review identified four types of  ecommerce fraud incidents that hinder organizations. 
These were identity theft, mandate fraud, credit card fraud, and digital wallet fraud. Online payments 
and ecommerce have significantly increased in use and adoption globally (Ali et al., 2018; Marchal & 
Szyller, 2019; Singh & Jain, 2019; Wickramanayake et al., 2020). With the surge in global ecommerce, 
online transactions have become increasingly fraudulent, complex, and borderless (Kolodiziev et al., 
2020; Minastireanu & Mesnita, 2019). Both the literature and empirical findings noted fraud sophisti-
cation. However, the fraud participants’ experiences with fraudulent incidents were more nuanced 
than the incidents identified in the literature review. This study did not evaluate the types of  fraud, 
but further research using methods like attack graph generation, crime script analysis, and attack trees 
can be used to help develop response playbooks, plans, and metrics.  

ECOMMERCE FRAUD INCIDENT RESPONSE FRAMEWORK 
The aim of  this research was to explore ecommerce fraud stakeholders’ experiences with fraud and 
cyber incident response to help define areas such as the ecommerce fraud incident response process, 
roles and responsibilities, systems, stakeholders, and types of  incidents. It is recommended to adopt 
the ecommerce fraud response framework to help ecommerce fraud and security professionals de-
velop an awareness of  cyber fraud activities and/or help mitigate cyber fraud activities.  

This baseline framework serves as a starting point for ecommerce organizations that may struggle to 
respond to ecommerce fraud or are unaware of  the number of  stakeholders, types of  incidents, 
tools, roles, and processes involved in fighting ecommerce fraud. Ecommerce organizations can cus-
tomize the framework to their specific situation. Much of  the academic literature on cyber incident 
response did not focus on aspects of  ecommerce fraud. Additionally, the academic literature on 
ecommerce fraud was limited and did not incorporate many facets identified in this qualitative study. 
Table 11 provides a summary comparison of  the main areas of  the framework and the academic lit-
erature. 

Table 11. Framework comparison 

 Academic Literature Fraud Practitioners Experiences 
Process Preparation, detection, con-

tainment, analysis, re-
sponse, and improvement  

Planning, identification, analysis, response, im-
provement 

Systems Rule-based  Rule-based, OSINT, third-party 
Roles &  
responsibilities 

Undefined Tool development, fraud prevention analysis, re-
porting, leadership, management, and collabora-
tion. 
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 Academic Literature Fraud Practitioners Experiences 
Stakeholders Merchant, customer, issuing 

bank, acquiring bank, card 
network, payment proces-
sor, and law enforcement. 
 

Merchants, customers, issuing banks, acquiring 
banks, card networks, payment processors, law 
enforcement, 3rd party fraud solution provider, 
work groups, community groups, and non-profit 
organizations. 
Customer service, information security, legal, 
shipping, warehouse, data, IT, payments, ac-
counting, and product. 

Ecommerce 
fraud incidents 

Identity theft, mandate 
fraud, credit card fraud, and 
digital wallet fraud 

Account takeover, credit card fraud, credit card 
testing, gift card fraud, subscription fraud, 
money laundering, triangulation fraud, 3DS 
fraud, social engineering, credential stuffing, ro-
mance scams, policy abuse (1st party misuse), 
identity theft, and chargebacks 

ACADEMIC AND PRACTICAL CONTRIBUTIONS 
This research study provided contributions to both the academic realm and practical industry. Based 
on the Constructivist Grounded Theory quality criteria, this qualitative study provides practical and 
theoretical contributions to the academic field and professional industry. The quality criteria are cred-
ibility, originality, resonance, and usefulness (Charmaz & Thornberg, 2020). 

Credibility 
Credibility refers to having sufficient relevant data for asking intelligent questions about the data, 
making systematic comparisons throughout the research process, and developing a thorough analysis 
(Charmaz & Thornberg, 2020). This qualitative analysis was credible because an initial literature re-
view was conducted deductively to generate some initial themes. Next, an experienced ecommerce 
professional conducted a Grounded Theory analysis to develop an ecommerce incident response 
model iteratively. The comparison of  the models contributed to a thorough analysis of  the study. 

Originality 
Originality refers to whether the theory offers new insights into a problem and establishes the signifi-
cance of  the analysis (Charmaz & Thornberg, 2020). The primary contribution was the development 
of  an original Grounded Theory of  ecommerce fraud incident response model called the ecommerce 
fraud incident response framework. This original framework was developed to address the gaps pre-
sented in the academic literature, which did not define many areas of  ecommerce fraud. Additionally, 
this research showcases the difficulty and sophistication of  mitigating ecommerce fraud.  

Resonance 
Resonance is whether the theory and researcher have constructed concepts to represent the research 
participants’ experiences and provide insights to others (Charmaz & Thornberg, 2020). This study 
constructed an ecommerce fraud incident response framework based on research participants’ 
experiences. The ecommerce fraud incident response framework has the potential to provide insights 
to academia and practitioners in the field. The ecommerce fraud incident response framework 
provides a baseline model for practical use in organizations to help mitigate fraud in a systematic 
fashion. As commerce continues to grow and migrate online, more cyber incidents related to the 
ecommerce order/transaction lifecycle, such as fraud, are important to identify and define in order to 
respond to in an orderly manner. 
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Usefulness 
Usefulness focuses on whether the research clarifies the research participants’ experience, forms 
foundations for the policy or practical applications, contributes to a new line of  research, and reveals 
pervasive processes and practices (Charmaz & Thornberg, 2020). The ecommerce fraud incident re-
sponse framework provides useful applications to industry professionals who may struggle to miti-
gate fraud or are unaware of  fraudulent attacks and incidents. Additionally, the research showcases 
many stakeholders involved in ecommerce fraud prevention. It is recommended that industry profes-
sionals adopt and adapt the framework to their specific environment. This study identified common 
areas that can be applied to help identify gaps in their own processes, systems, and people.  

The results of  this research study also potentially contribute to new lines of  research. See the impli-
cations for the future study section. Even though this study and framework meet the quality criteria, 
there are still some limitations.  

LIMITATIONS OF THE STUDY 
Ecommerce fraud and cyber incident response are fascinating and complex research areas. As with 
any inquiry into complicated phenomena, there may be some limitations to this qualitative study. The 
extent to which the study’s findings may be generalized and applied to other situations must be left to 
the reader’s judgment.  

The first limitation is that many stakeholders are involved in mitigating ecommerce fraud. There are 
many different stakeholders who may be involved in helping fight fraudulent activity. This study may 
not have identified and captured all central, significant concepts and themes associated with the area 
of  inquiry due to the time and resource constraints of  the study. The research participant interviews 
and analysis were conducted over 15 weeks in 2022.  

Another limitation is that the use of  online teleconference platforms for interviews may reduce the 
quality of  the interviews. Online interviews are great for convenience and social distancing for 
COVID-19. However, online interviews through Internet teleconferencing are susceptible to tech-
nical difficulties, non-verbal cues identification issues, security issues, and privacy issues (Thunberg & 
Arnell, 2021). Thunberg and Arnell (2021) note that online interviews may not be appropriate for 
some research participants due to the security of  the teleconference platform such as Zoom.  

The last limitation is the participation of  experts willing to share knowledge about sensitive business 
processes and information. Internal operations regarding fraud and cyber security are sensitive busi-
ness areas. Some of  the research participants noted that even they had difficulty sharing information 
about fraud with other organizations. Information leakage is a significant concern and can cause re-
percussions to the organization. 

IMPLICATIONS FOR FUTURE STUDY 
This study provided credible, original, resonant, and useful insights for future research studies. The 
study constructed a foundational ecommerce fraud incident response framework that provides many 
avenues to explore. Future research could entail conducting a quantitative analysis by surveying the 
industry on the different components such as processes, systems, and responsibilities of  the ecom-
merce fraud incident response framework. Other areas of  research to explore and evaluate are the 
maturity models and organizational alignment, collaboration, information sharing, and stakeholders. 
Lastly, further research can be pursued on the nuances of  ecommerce fraud incidents using frame-
works such as attack graph generation, crime scripts, and attack trees to develop ecommerce fraud 
response playbooks, plans, and metrics.  
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CONCLUSION 
With a surge in global ecommerce, online transactions have become increasingly fraudulent, complex, 
and borderless. The aim of  this research study was to explore the experiences of  industry fraud ex-
perts to define an ecommerce fraud incident response process, roles and responsibilities, systems, 
stakeholders, and types of  incidents. This paper culminated and constructed a novel ecommerce 
fraud response framework based on the Constructivist Grounded Theory method to help organiza-
tions improve ecommerce fraud response and collaboration activities. The framework established an 
ecommerce fraud incident response process of  planning, identification, analysis, response, and im-
provement. The framework constructed common systems of  rule-based, OSINT, and third-party. 
The framework outlined common roles and responsibilities of  tool development, reporting, manage-
ment, leadership, collaboration, and fraud prevention analysis. The framework identified many types 
of  fraudulent incidents, internal stakeholders, and external stakeholders.  

This study provided practical and academic contributions through credibility, originality, resonance, 
and usefulness. The novel baseline framework can help mitigate attacks and minimize organizational 
loss, theft, and disruptions, by illustrating roles, responsibilities, processes, systems, incidents, and 
stakeholders. Future research can be conducted on areas in this ecommerce fraud incident response 
study and further explore the processes, systems, roles, responsibilities, organizational alignment, col-
laboration, stakeholders, and sophisticated fraud incidents.  
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APPENDIX A. SAMPLE OF CODING 
Coding Participant’s statements 

Planning activities RP1 - “We have our insights, and we spot the patterns, we see the develop-
ments, we keep our ears to the ground and our eyes on the data, and we can 
see what’s happening and what’s coming about oftentimes before it even 
happens. We know that there’s a potential risk and vulnerability there. We 
want to patch that hole” 

Identification activ-
ities 

RP4 - “Sometimes someone will trigger fraud rules, but it’s in their habit. 
They always do it. They trigger a bunch of  alerts. So that was the first step. 
Make sure it’s actually an outlier for that particular individual” 

Analysis activities RP3 - “We’ve got a range of  different types of  data that we’re looking 
to…then we have manual search tools where we can pull specific data points 
from that order” 

Response activities RP3 - “We can cancel an order … if  it’s a good order, we’re processing [the 
order]” 

Improvement 
activities 

RP1 - “When we do come up with our results and whatnot, then we’re able 
to implement rules that will help the machine learning build to better pro-
tect, detect, and prevent these baddies [fraudsters],” 

Roles and  
responsibilities 

RP2 - “We could really see that this [fraud] is getting more and more sophis-
ticated. We developed some tools, and they really worked well” 

Systems RP6 – “So we have search tools in the back end of  our system that we 
search for email addresses, we search for different device traits pretty much 
everything that our system is doing on the front end with our filtering. We 
are then doing on the back end once we find fraud to make sure that our 
system didn’t miss anything, which when you have a rules-based system, it is 
easy to miss, especially new fraud rings that we see” 

Organizational 
structure 

RP1 – “In the last three years, we have been bounced around like crazy. We 
started off  in the operations department, you know, working with customer 
service, career success, restaurant success, you know, being part of  general 
day-to-day operations. Then we got moved into the fintech pillar. Then we 
got moved into the general I.T. pillar.” 

Information 
sharing 

RP2 – “I have been working with card schemes for 15 years, something like 
that. And I think we have very good collaboration” 
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APPENDIX B. INTERVIEW QUESTIONS 
Interview questions 

• What is your current role and responsibility in your organization? 
• Why do you think this role is responsible for mitigating ecommerce fraud? 
• What is your experience combating ecommerce fraud? 
• Can you describe some of  the fraud attacks you have experienced?  
• Can you describe your experience with the investigation process? 
• What are your experiences with tools or processes to prevent or mitigate fraud? 
• How well do you think your organization handles ecommerce fraud?  
• How do you think ecommerce fraud prevention can be improved in your organization? 
• Can you describe your experience collaborating with individuals in your organization 

when trying to mitigate fraud? How about outside of  your organization? 
• How do you share information within your organization? 
• How do you share information outside of  your organization? 
• Is there anything else you would like to add? 
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