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ABSTRACT

Aim/Purpose This paper examines the behavior of financial firm employees with regard to in-
formation security procedures instituted within their organization. Furthermore,
the effect of information security awareness and its importance within a firm is
explored.

Background The study focuses on employees’ attitude toward compliance with information
security policies (ISP), combined with various norms and personal abilities.

Methodology A self-reported questionnaire was distributed among 202 employees of a large
financial Corporation

Contribution As far as we know, this is the first paper to thoroughly explore employees’
awareness of information system procedures, among financial organizations in
Israel, and also the first to develop operative recommendations for these
organizations aimed at increasing ISP compliance behavior. The main
contribution of this study is that it investigates compliance with information
security practices among employees of a defined financial corporation operating
under rigid regulatory governance, confidentiality and privacy of data, and
stringent requirements for compliance with information security procedures.

Findings Our results indicate that employees’ attitudes, normative beliefs and personal
capabilities to comply with firm’s ISP, have positive effects on the firm’s ISP
compliance. Also, employees’ general awareness of IS, as well as awareness to
ISP within the firm, positively affect employees’ ISP compliance.
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Rational Based Beliefs and Awareness

Recommendations
for Practitioners

Recommendations
for Researchers

Impact on Society

This study can help information security managers identify the motivating fac-
tors for employee behavior to maintain information security procedures,
propetly channel information secutity resources, and manage appropriate infor-
mation security behavior.

Researchers can see that corporate rewards and sanctions have significant ef-
fects on employee security behavior, but other motivational factors also rein-
force the ISP’s compliance behavior. Distinguishing between types of corpora-
tions and organizations is essential to understanding employee compliance with
information security procedures.

This study offers another level of understanding of employee behavior with re-
gard to information security in organizations and comprises a significant contri-

bution to the growing knowledge in this area. The research results form an im-
portant basis for IS policymakers, culture designers, managers, and those di-
rectly responsible for IS in the organization.

Future Research Future work should sample employees from another type of corporation from
other fields and should apply qualitative analysis to explore other aspects of be-
havioral patterns related to the subject matter.

Keywords information security behavior, information security awareness, information se-
curity management, information security policy, employee compliance financial
corporation

INTRODUCTION

Information security (IS) is defined as the terms, methods, technical, and administrative means em-
ployed to protect information assets against unauthorized—intentional or otherwise—acquisition
damage, exposure, manipulation, change, loss or use (Acquisti et al., 2006). A broad term encompass-
ing two basic intertwining foundations: information systems security and computer security. Acceler-
ated technological development, specifically the Internet, blurs the boundaries between the private
and public domains, thus changing the perception of information security. Moreover, generating new
threats and challenges for the users and the Internet companies (Eckersley, 2010).

However, information security is not limited to technical or technological matters. In order to ensure
information security, one must not only manage the technical aspect or the security procedure mech-
anism, but also the human aspect, which must be treated on the same level. The best information se-
curity cannot protect the information without the cooperation of the individuals involved, especially
as they are, at times, the weakest link in information security (Trepte et al., 2015). In order to bring
about this cooperation, one must create among these individuals the awareness of the threat to the
wholeness and the privacy of the information and of the necessity to take active steps in order to
protect it. Research has shown that by elevating the level of awareness to information security threats
it is possible to increase information security and sense of privacy (Weinberger et al., 2017; Wein-
berger & Bouhnik, 2019).

Organizations may write binder instructions and establish information security policies, but this does
not guarantee that employees will actually follow the procedures. It is therefore necessary to under-
stand the factors that motivate employees to comply with information security procedures, and thus
reduce risky behaviors.

In the research literature in the field of information security, we did not find empirical studies that
directly examined employee compliance with information security practices and information security
awareness in regulated organizations such as financial corporations. While prior studies (Bulgurcu et
al., 2010; Harris et al., 2014; Herath & Rao, 2009b; Schlienger & Teufel, 2002) have looked at em-
ployee information security behaviors in wide-ranging organizations, this research is a case study in a
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financial corporation. Also, due to the characteristics of the corporation, the study surveyed employ-
ees who work in a closely monitored environment that is unique in terms of complying with infor-
mation security procedures.

It is well known, that financial organizations all over the world, are highly regulated and monitored
closely by government institutions regarding information security procedures and processes. There-
fore, our goal in this study is to expand the knowledge base of motivational factors of employees to
comply with the information security procedures in their organization. The study examines the be-
havior of employee’s in a financial corporation with regard to information security procedures. The
study also inspects the employees’ awareness of information system procedures in the organization,
and explores to what extent promotion of this awareness is essential and necessary to ensure infor-
mation security. To achieve this goal, we scrutinized information security systems in financial organi-
zations, where the issue is considered a high priority value and the need for compliance among the
employees is substantial.

LITERATURE REVIEW

INFORMATION SECURITY

Information systems security comprises actions aimed at protecting computer systems against
threats, unauthorized access and use, disruption, distortion and destruction. In today’s companies,
almost all of these actions are dependent upon technological tools. Many databases serve individuals,
companies, even countries, and these include both personal and business information; thus, the pro-
tection against penetration and damage becomes critical.

A number of studies have discussed many of the aspects regarding information security (Aydin &
Chouseinoglou, 2013; Bouhnik & Deshen, 2014; Carmi & Bouhnik, 2016; Cavusoglu et al., 2004;
Talib et al., 2010). Some focused on the importance of information security economic aspects (e.g.,
Cavusoglu et al., 2004), while others highlighted its significance for every company and organization,
public and private as one, regardless of the importance of the information, the level of risk or its sen-
sitivity (e.g., Carmi & Bouhnik, 2016).

Information security failures can lead to the distuption of business and to the violation of confidenti-
ality and privacy, damaging the ongoing activity and reputation of the organization, as well as causing
financial harm brought about by fines and regulation violations. Currently, organizations recognize
the importance of securing their infrastructures through which their strategic information may be
transferred. In this era, information security has become an integral part, sometimes even the speat-
head, of business (Itradat et al., 2014).

The design and development of information security procedures has attracted research attention.
Stahl et al. (2008) presented an information security management system (ISMS) that relates to all as-
pects of the corporation involved in the creation and maintenance of a secure information environ-
ment that contributes to savings in information management. The ISMS also aids in the evaluation of
the information security level within the organization. The system comprises various aspects, such as
policies, standards, instructions, technology, human issues, legal and ethical issues.

Several scholars have discussed the connection between information security and management.
Bjorck (2005) claimed that proper management creates an atmosphere of information security in the
corporation and that without clear guidelines the corporation would not succeed adequately in inte-
grating information security procedures. Albrechtsen (2008) argued that the quality of the manage-
ment affects employees’ awareness, motivation, and behavior, thus requiring the commitment of
management levels to the maintenance of information security within the organization. Research has
also indicated that one of the most tested methods of the internalization of information security in
organizations is the carrot and stick method, punishing and rewarding accordingly (Puhakainen & Sipo-
nen, 2010).
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Im and Baskerville (2005) differentiated between deliberate security threats and human error. Their
findings indicated that a large percentage of security problems result from human error, so protection
against malicious attacks is not enough. Protection against human error has been, and remains, one
of the significant issues regarding information security (see Figure 1 for a summary of types of
threats).

A security threat - what and where does it come from?
|

v l N

Malicious ] [ Non-malicious J [ Terrorist incident ] [Natuml disaster]

Point damage to
building/infrastructures

OQutside the Human mistake
organization Unknown or incorrect
Competitors, hackers working procedures

Within the organization
A disgruntled employee
leaking internal

espionage information, \_/
conscious bypassing of \
information security

procedures

| Between 80-90% of information leaks

Figure 1: Security threat sources involving human and non-human factors
(Im & Baskerville, 2005).

INFORMATION SECURITY BEHAVIORS

Many studies have highlighted the importance of the human aspect of information security. Goh
(2003) cited security expert Ira Winkler: “From a security aspect, the people within the corporation
are the company’s greatest concern; number two is not even close” (p. 37). Other researchers, such
as Kotzias et al. (2016) and Fagerstrém (2013) took a similar approach and emphasized the dangers
stemming from the members of the corporation itself. These employees may comprise a threat as a
consequence of authorizations they have received and procedures for which they are responsible,
which they misuse, intentionally or otherwise.

Herath and Rao (2009a) added that management’s approach toward the demand for proper infor-
mation security behavior directly affects employees’ attitude. Fagerstrém (2013) recommended pro-
cedures for establishing such an environment. Wang et al. (2018) also mention improvement of social
contacts via organizational bodies (commitment, involvement, norms) as an effective tool for pre-
venting misuse of computers.

Herath and Rao (2009b) found that motivation for adhering to information security procedures is
based on intimidation by punishment. The intimidation theory maintains that as the certainty of pun-
ishment rises, the level of the threats of the actual punitive measures rises. Pahnila et al. (2007) also
investigate motivational factors in order to explain employee compliance behavior. They found that
sanctions and rewards did not influence the intention of employees to comply or actual compliance,
and that information security may interfere with the primary goals of organizations. Accordingly, Ty-
ler and Blader (2005) claim punishments and rewards are external motivations, but it is well known
that employee’s intrinsic values provide internal motivation to follow regulations and procedures.

D’Arcy et al. (2009) reveal a positive effect of intimidation on information security, but found that
the certainty of punishment had no real effect, with the level of discouragement reliant upon the indi-
viduals’ own ethical standards. Wang et al. (2018) also speak of the “stick & carrot” method. They are
of the opinion that in certain situations intimidation has a positive effect on compliance and at times
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rewards are more beneficial, depending on the general environment within the organization and the
employees feeling of commitment.

Indeed, improper information security behavior can detive from several qualities of the individual:
bitterness, malicious intent, lack of knowledge, negligence, indifference, etc. Some of these problems
may be resolved by the creation of awareness. Employees who are aware of the devastating conse-
quences information security deficiencies can cause can be less indifferent and more conscious of se-
curity breaches at their place of employment (Chen & Li, 2019).

INFORMATION SECURITY AWARENESS

Lack of attentiveness is a critical factor in information security. While formal information security
procedures have a great effect on employee behavior, lapsed procedures or procedures which do not
promote awareness have no impact on employee behavior. One of the effective ways to combat neg-
ligence and carelessness is the generation of awareness among the users. Establishing awareness of
security threats will help the employees understand the gravity of the threats and improve their com-
pliance to security procedures. A team which is aware of the security concerns can prevent incidents.
Gundu and Flowerday (2013) and Bulgurcu et al. (2010) have all indicated the workers’ crucial role in
the maintenance of information security.

Puhakainen’s review (2006) tapping over 300 articles on information security revealed that the great-
est danger to organizations with regard to information security is the lack of cooperation by members
of the organization. The most advanced security measures will not protect the information without
the organizations’ members’ cooperation. Moreover, the most essential element upon which this co-
operation is based is the awareness of all the members of the group and their willingness to adhere to
the information security instructions.

Puhakainen and Siponen (2010) suggested a theory that improves information security awareness
training. Mcllwraith (20006) in his book Information security and employee behavior identitied four aspects in
awareness planning: technological infrastructure, regulations and standards, ensuring the employee
has the capabilities to carry out his job, and the systems and the environment in which the employee
does so.

Schlienger and Teufel (2002) as well as Alfawaz (2015) indicated the significance of creating an or-
ganizational culture that would encourage information security and its centrality to the organization.
Research has clearly indicated that information security plans cannot adequately be implemented
without an operational plan for heightening the awareness of the employees of information security.
Internalizing information security is a process which demands a cultural change for most employees.
Organizations’ information security programs must provide a high level of understanding of security
threats that can result in damage and loss of data. From a management point of view, the programs
must be composed of two main elements: awareness, whose purpose is to arouse the workers, and
teaching and instilling the necessary expertise (Harris et al., 2014).

In the current study, we scrutinized the general awareness of the employees to the various security
issues, employees’ recognition of the importance of information security to the corporation in which
they are employed, and acquaintance with the company’s information security procedures. Our at-
tempt to understand the factors affecting employee compliance with information security demands is
based on Bulgurcu et al.’s (2010) study, which grounded its research on the issue on the theory of
planned behavior (TPB), which sees behavioral intention as an indication of an individual’s willing-
ness to behave in a certain way. The theory embraces three major constructs: attitude, subjective
norms, and the perception of behavior control in the context of precedents, which motivate the em-
ployees’ intention to comply with information security policies (ISP). To this model they added the
basis for cognitive beliefs, which is rooted in the rational choice theory (RCT), as factors affecting
attitudes. Finally, they studied the role of awareness on employees’ intentions and its effect on how
they relate to the demands made upon them. In their study, employees’ intention to comply with ISP
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policies served as the dependent variable. In this paper, we expanded their research and examined
whether the factors influencing employees’ intents affect their actual behavior. We adopted these the-
ories as they are highly recognized in this field. The adoption of both of the two cited theories as the
basis for our research derives from their complementarity and their composition of elements—atti-
tude, subjective norms, the perception of behavior control and rationalism—which correspond theo-
retically to the research and have great influence on behavior in practice. These two behavioral theo-
ries are presented in the next section.

THE THEORY OF PLANNED BEHAVIOR (TPB)

Fishbein and Ajzen (1975) noted that the main factor in actual behavior is intent. Intent indicates the
amount of effort one is willing to invest in order to carry out a specific action. The more serious the
intent, the higher the chance the action will be performed. As a rule, the more positive the stand, the
more subjective the norm and the higher the behavior control seems; thus, the stronger the behav-
ioral intention, the likelihood of manifesting the behavior is more significant. The theory includes
three main factors which affect behavioral intentions:

1. Attitude: the degree in which the individual evaluates a specific behavior positively or negatively.

2. Subjective norms: a social factor, reflecting the perception of social pressure regarding a certain
behavior.

3. The perception of behavior control: how easy or challenging a behavior is perceived to be.

According to TPB, various beliefs affect the three factors: (1) beliefs regarding the potential positive
or negative results, which affect the attitude; (2) beliefs regarding normative behavior and the willing-
ness to follow suit, which affect subjective norms; (3) beliefs regarding the difficulty or facility of a
behavior, which affect one’s perception of behavior control. Furthermore, other personal back-
ground variables, such as: demographics, experience, and knowledge affect all three factors. Figure 2
presents the components of the TPB theory.

behaviaur

subjective nom Intention

Percaived I

— behavioural contral T

L4

L

background
variables

L 4

Figure 2: The theory of planned behavior - Organizational Behavior and Human Decision
Processes (Ajzen, 1991).

With regard to information security, we assume that employee awareness, perceived as a background
factor, leads to the formation of consequence beliefs tied to obedient behavior.

THE RATIONAL CHOICE THEORY (RCT)

Rational choice theory is an economics approach, which proposes a theoretical explanation for how
people make decisions when faced with several alternatives. According to RCT, the individuals
determines how they will act by balancing the costs and the benefits of the various possibilities.
According to this approach, people always calculate the costs and the benefits which will result from
a specific action or behaviour. The total evaluation of the costs and benefits regarding a course of
action is formed by the individual’s perception of the potential outcome of that action. Finally, the
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individual examines all the comprehensive evaluations of all possible courses of action in order to
assert which is the best alternative which “maximizes” his gain (Scott, 2000).

RESEARCH GOALS

The purpose of this research is to inspect the ISP compliance behavior of employees in a financial
corporation that is under IS supervision and regulation, while identifying the factors which affect em-
ployee behavior, and examining the associations between the examined factors and actual compliance
behavior. Our goal is to determine if these factors have a positive or a negative effect on employee
ISP behavior. We will also explore the relation between IS awareness among the employees and their
actual behavior in this regard.

Based on the theory of planned behavior and the rational choice theory, this study explores whether
employees’ intention to comply with ISP is atfected by attitude, normative beliefs, and personal ca-
pacity to do so. A#titude refers to the employees’ attitude toward compliance and includes the follow-
ing elements: 1) the employees’ evaluation of the benefits of observing ISP (rewards, the safety of the
corporations’ systems); 2) the cost of compliance (work disruption and lower productivity); 3) the
cost of noncompliance (sanctions, putting corporations’ systems in danger). Normative beliefs refer to
social pressure from managers and colleagues to comply with ISP. Personal capabilities refer to em-
ployee knowledge, capabilities, and talents. The study will also explore how awareness of the IS poli-
cies and requirements affects the employees’ attitude and their evaluation of the benefit of observing
ISP.

Accordingly, eight research hypotheses were formulated:

1) Employees’ attitude toward ISP compliance will have a positive effect on their ISP compli-
ance (H1).

2) Employees’ normative beliefs regarding ISP compliance will have a positive effect on their
ISP compliance. (H2)

3) Employees’ personal capabilities to observe ISP will have a positive effect on their ISP com-
pliance. (H3)

4) Employees’ general evaluation of the benefits of ISP compliance will have positive effect ISP
compliance within the organization. (H4)

5) Employees’ general evaluation of the costs of ISP compliance will have a negative effect on
ISP compliance within the organization. (H5)

6) Employees’ general evaluation of the costs of ISP noncompliance will have a positive effect
on ISP compliance within the organization. (H6)

7) Employees’ general awareness of IS and ISP compliance will have a positive effect on ISP
compliance within the organization. (H7)

8) Employees’ awareness of the ISP within the corporation will have a positive effect on ISP
compliance within the organization. (HS)

In accordance with TPB, we first explore the employees’ attitude toward compliance with ISP. We
will also check if the employees’ normative beliefs, that their behavior—compliance or non-compli-
ance—leads to specific results (costs and benefits) determine their attitude toward behavioral compli-
ance.

According to RCT, we define normative beliefs as the beliefs regarding the general evaluation of the
consequences of compliance or non-compliance. In other words, the result of ISP compliance, the
cost of compliance and the result of non-compliance with procedures comprise the general evalua-
tion of compliance consequences.
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In our study, we will focus on the first component of the TPB theory—attitude—and on the various
motives which bring about positive or negative attitudes toward compliance with ISP. According to
TPB theory, employees’ attitude toward a certain behavior is tied to their beliefs regarding the results
of their actions. RCT enables identification of the beliefs and the consequences of alternative courses
of action; with regard to our study, the courses of action refer to compliance or non-compliance.
Compliance with procedures is an active behavior which entails a certain amount of effort on the
employees’ part. Therefore, when making their decision, employees consider the amount of effort
required to comply. In light of this, the beliefs comprising the total evaluation of the consequences
include three factors:

1. Positive consequences of compliance.
2. Negative consequences of compliance.
3. Negative consequences of non-compliance.

According to RCT, the individual examines all the comprehensive evaluations of all the possible
courses of action in order to assert which is the optimal alternative which maximizes his gain. Re-
garding our study, employees are expected to examine the anticipated cost and gain in case of com-
pliance and non-compliance to ISP, and choose the alternative which is in their best interest. Based
on the TPB theory, the assumption is that the employees’ beliefs regarding predicted consequences
and results will affect his attitude toward ISP compliance.

Bulgurcu et al. (2010) defined the seven consequence beliefs which provide the basis for employees’
beliefs, including the consequences of obedient ISP behavior.

1. Sanctions —one of the consequence beliefs tied to obedience because it is generally accepted
that individuals will obey threats based on sanctions; furthermore, punishment, as a dissua-
sion tool, is accepted among policy makers and the general public.

Rewards —an essential tool in encouraging desirable behavior.
Internal cost — guilt, embarrassment, shame and stress.
Significant benefit — satisfaction, achievement.

Function prevention — If an employee complies with ISP, his job performance may suffer.

A A i

Source damage — If an employee chooses not to comply with ISP, the organizations’ systems
become vulnerable to information security threats; therefore, damage is a crucial element
which derives from non-compliance.

7. Resource safety — If employees comply with ISP, they contribute to the protection of the or-
ganization’s information sources and its technology, thus contributing a crucial element
which derives from compliance.

These seven consequence beliefs will serve as the basis for the correlating beliefs regarding the evalu-
ation of the consequences of compliance and we will attribute them to the three compliance benefit
categories (significant benefit, resource safety, rewards) as well as cost of compliance (setback in
work progress) and cost of non-compliance (sanctions, internal cost, source damage).

Figure 3 depicts the model of this research study.
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H1 H2 H3

Attitude Normative Personal
Beliefs Capabilities
H4 H5 He6
Evaluation Costs Costs ISP
Benefits Compliance Noncompliance Compliance
H7 H8
General ISP
Awareness Awareness

Figure 3: The research model

METHODS

SAMPLE POPULATION

We believed that the best approach to this study would be a quantitative approach, as we wished to
collect a large amount of data in order to obtain a clear picture of the situation in the firm. Hence,
data was collected by a self-report questionnaire, distributed among employees of a large financial
corporation (2000 employees) via the corporation’s internal email system. The firm has eleven de-
partments and we distributed twenty-five questionnaires to each. Out of 275 distributed question-
naires, 202 were completed (73.5%). Participants represented all positions in the corporation, profes-
sional as well as administrative. It was explained to the participants that the questionnaires are anony-
mous and all information collected will be used for research purposes only, therefore we believed
that they would be honest with their reports. The corporation’s information security department
comprises six employees charged with the corporation’s information security issues, including both
technological and publicity aspects. The corporation invests considerable resources to increase
awareness and improve information security behavior, as a part of regulatory demands. These regula-
tions aim to maintain, encourage, and establish proper information security behavior among employ-
ees at all levels. The efforts include advertisement of instructions, employee training, educational
computer training programs, periodical emails for refreshing guidelines, and discussion of specific
security occurrences, such as cyber-attacks.

Of the 202 participants, 54% were female; 62% between the ages of 26-45 (33% ages 26-35, 29%
ages 36-45); eleven percent of the participants were employed by the corporation for less than a year,
46% for 2-5 years, 31% for 6-10 years, and 12% for over 10 years. The participants’ distribution
among all the corporations’ departments reflects the relative size of the departments.

DArA COLLECTION METHOD

The questionnaire was based on a questionnaire developed and validated by Bulgurcu et al. (2010),
with a few minor changes and local adaptations. The questionnaire explored employees’ behavior
with regard to the organization’s information security procedures, to what degree they heed the or-
ganization’s procedures and directives, and to what degree are they aware of information security in
general, and within the corporation specifically. Despite the questionnaire’s initial credibility, it was
submitted to two colleagues who reviewed the statements reflecting TPB and RCT. They also con-
tirmed that all the behavior patterns received fair representation in the questionnaire. The statements
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were revised in accordance with their impressions and were analyzed in a pre-study (I[N = 18). Follow-
ing the results, a number of statements underwent revisions. Questionnaire validation was performed
using content validity and face validity procedures.

DATA ANALYSIS RESULTS

Almost half (48%) of the participants reported their being very aware of general security issues, and
38% reported having extremely high awareness. Regarding awareness of security issues within the
corporation, 42% reported that they very much understood the importance and the dangers relating
to information security in the organization; 80% reported their having considerable understanding
regarding ISP, and 75% stated that they make an effort to comply with the ISP related to their posi-
tions to a large extent, in order to protect the corporation’s information and technology; 76% re-
ported that they protect information privacy to a very high extent.

Study index credibility was analyzed as internal consistency by Cronbach’sa.. The average of the items
belonging to each index was calculated, including standard deviations and the average correlation
among the items. Table 1 indicates a medium to high credibility of all the questionnaire’s indices
among the items, reflecting adequate to high internal validity among the study’s indices.

Table 1: Findings of Index Credibility of Internal Consistency (Cronbach’sa), Average,
Standard Deviation and Average Correlation among Index Items

Average Corre- Aloha Number

Index Average STD Range lation among C P o of Items
redibility .
Items in Index

Positive Atti-
tude toward ISP 4.159 1.288 1.741 0.211 0.673 5
compliance
Normative be-
liefs regarding 4.345 1.396 2.213 0.514 0.800 4
ISP compliance
Employee’s ca-
pability to ob- 4.028 1.547 1.213 0.735 0.918 4
serve ISP
Total evaluation
of ISP compli- 4.316 1.357 0.632 0.447 0.680 4
ance benefits
Total evaluation
of ISP compli- 2.949 1.419 0.777 0.576 0.923 5

ance cost

Total evaluation
of ISP noncom- 4.405 1.269 0.624 0.606 0.820 4
pliance cost

General aware-

4.936 1.176 0.193 0.848 0.943 4
ness of IS
Awareness of
organization’s 4.966 1.137 0.173 0.801 0.952 5
ISP

Linear regression was conducted in the stepwise method for anticipating the level of ISP compliance,
with the dependent variable being ISP compliance and the non-dependent variables being the six var-
iables. This was carried out to ascertain whether employee’s attitude, their normative beliefs, and
their personal capabilities regarding company ISP have a positive effect on their ISP compliance.
Also, the linear regression would help determine if the total evaluation of ISP compliance benefits
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and the total evaluation of ISP non-compliance costs have positive effects and if total evaluation of
ISP compliance cost has a negative effect on ISP compliance. Table 2 represents the results.

Table 2: B’s Value for Employee’s Attitude, Normative Beliefs and Personal Capabilities
regarding Company ISP Variables

ISP Compliance
B SE B Adj. R? FValue

1.092 0.061 0.786*** 0.617 322.859%%*

Variables

Positive attitude toward ISP

compliance
Normative beliefs regarding ISP 10 43 (75345 0.582 278.208 %%k
compliance
Ergploye“capablhty toobserve o5 0054 0.792%% 0.623 330,749%%%

Total evaluation of ISP compli-

0.687 0.050 0.700%** 0.490 192.066%**
ance benefits

Total evaluation of ISP compli-
ance cost
Total evaluation of ISP
noncompliance cost

*p < .05, *¥* p< .01, *¥**p < .001

-0.598 0.051 -0.642%** 0.412 140.284***

0.764 0.041 0.799%*** 0.638 353.104***

Table 2 shows that an increase of one unit in positive attitude toward ISP compliance generates a sig-
nificant increase of 1,092 units in ISP compliance (# =17.968, p < .001). The relation between attitude
and compliance is positive, significant, and high (» =763., p < .001). In other words, as the positive
attitude toward compliance rises, ISP compliance rises. In addition, a positive attitude regarding com-
pliance can explain 61.7% of the variance of ISP compliance.

Furthermore, every increase of one unit of normative beliefs regarding compliance generates a signif-
icant increase of 0.719 units in ISP compliance (¥ =76.680, p < .001). The relation between normative

beliefs regarding compliance and ISP compliance is positive, significant, and high (» <.001. » =70). In
other words, as the normative behavior beliefs regarding compliance rises, ISP compliance behavior
rises. Normative beliefs regarding compliance can explain 58.2% of the variance of ISP compliance
behavior. Additionally, every increase of one unit of compliance capability generates a significant in-
crease of 0.756 units in ISP compliance behavior (# =17.580, p<.001). The relation between capabil-
ity and ISP compliance is positive, significant, and high (p <.000, r = .792). In other words, as the
employee’s ISP compliance capability rises, so rises ISP compliance. We learn from the table that
compliance capability can explain 62.3% of the variance of ISP compliance behavior.

Table 2 also shows that every increase of one unit of the total evaluation of ISP compliance benefits
generates a significant increase of 0.687 units in ISP compliance behavior (# =13.859, p < .001). The
relation between the total evaluation of ISP compliance benefits and ISP compliance is positive, sig-
nificant, and med-high (p <.001, r =.700). In other words, as the total evaluation of ISP compliance
benefits rises, thus does rise ISP compliance. We learn from the table that total evaluation of ISP
compliance benefits can explain 49% of the variance of ISP compliance. Furthermore, every increase
of one unit of the total evaluation of ISP compliance cost generates a significant decrease of 0.598
units in ISP compliance (# =11.844, p <.001). The relation between the total evaluation of ISP com-
pliance cost and ISP compliance is negative, significant, and med (p<.001, » = .642). In other words,
as the total evaluation of ISP compliance cost rises, so does ISP compliance decline, and as the total
evaluation of ISP compliance cost decreases, so does ISP compliance rise. We learn from Table 2
that total evaluation of ISP compliance cost can explain 41.2% of the variance of ISP compliance be-
havior. Additionally, every increase of one unit of the total evaluation of ISP non-compliance cost
generates a significant increase of 0.764 units in ISP compliance (# =18.791, p < .001). The relation
between the total evaluation of ISP non-compliance cost and ISP compliance is positive, significant,
and high (» <.000, »=.799). In other words, as the total evaluation of ISP non-compliance cost
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rises, so does ISP compliance behavior rise? We learn from the table that total evaluation of ISP non-
compliance cost can explain 63.8% of the variance of ISP compliance.

In order to ascertain if the employee’s general awareness of IS, and their awareness of the organiza-
tion’s ISP have a positive effect on ISP compliance, a linear regression was conducted in the step
method for anticipating the level of ISP compliance, with the dependent variable being ISP compli-
ance and the two non-dependent variables being general awareness of IS and awareness of the organ-
ization’s ISP (see Table 3).

Table 3: B’s Value for Awareness regarding ISP Variables

Variables ISP Compliance

B SE B Adj. R? FValue

General awareness
of ISP

Awareness of or-
ganization’s ISP

0.737 0.041 0.789%** 0.622 328.975%**

0.832 0.039 0.834%#* 0.695 455.708***

*k*p <.001

Table 3 shows that an increase of one unit in general awareness of IS generates a significant increase
of 0.737 units in ISP compliance (# = 18.138, p < .001). The relation between general awareness of IS
and ISP compliance is positive, significant, and high (»=789. , p <.001). In other words, as the gen-
eral awareness of IS rises, so rises ISP compliance. We learn from the table that a general awareness
of IS can explain 62.2% of the variance of ISP compliance. Furthermore, an increase of one unit of
ISP awareness generates a significant increase of 0.832 units in ISP compliance (# =21.347, p < .001).

The relation between ISP awareness and ISP compliance is positive, significant and high (» =. 834,
$<.001). In other words, as the ISP awareness rises, so does ISP compliance. We learn from the ta-
ble that ISP awareness can explain 69.5 % of the variance of ISP compliance.

Analysis of the employee’s demographics did not reveal significant associations between ISP compli-
ance behavior and gender, age, or department affiliation. However, regarding pay grade, an indication
of seniority and socio-economic status, we found that the higher the pay grade, the higher the general
awareness of IS and actual ISP compliance. With regard to seniority in the corporation, new employ-
ees (under two years) and senior employees (over 10 years) tended to be more compliant with ISP
than were employees with 2-10 years of seniority.

The study’s findings indicate a significant relation between the independent variables and the depend-
ent variable — ISP compliance. Employees’ attitudes, normative beliefs and personal capabilities to
comply with corporation’s ISP, have positive effects on the corporation’s ISP compliance. Moreover,
the total evaluation of ISP compliance benefits (substantial benefits, resource safety and compensa-
tion) positively affects ISP compliance within the corporation. Total evaluation of ISP compliance
cost (hindrance of work assignments) has a negative effect on the corporation’s ISP compliance and
vice-a-versa. Total evaluation of ISP non-compliance costs (sanctions, internal costs and resource
damage) positively affects ISP compliance within the corporation. Also, employees’ general aware-
ness of IS, as well as awareness to ISP within the corporation, positively affect employees’ ISP com-
pliance. Thus, the findings indicate statistical support for all eight of the research hypotheses, with all
hypotheses confirmed.

DISCUSSION

In this study, we examined the level of awareness and the compliance behavior of employees regard-
ing ISP in a large financial corporation. While professional literature has discussed the role and the
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importance of rewards and sanctions in the context of information security, the conclusions have not
been definitive. This study establishes the substantial effect that both rewards and sanctions have on
employee behavior with regard to ISP compliance.

The current findings clearly indicate a high level of compliance behavior and ISP compliance within
the investigated corporation. Also, a high level of awareness was found among the corporation’s em-
ployees regarding IS in general and specifically, with regard to the corporation’s IS situation. These
tindings appear to match the stringent demands for IS in the investigated corporation and its height-
ened enforcement of regulation, as an integral part of their business activities in the finance arena.
Additionally, the results indicate that the employees at all levels not only understand the immense im-
portance of ISP implementation at both the personal and organizational levels, but also have a con-
scious awareness and have adopted active behaviors regarding all that relates to the protection of the
information resources and the security of the information itself.

Moreover, the research results indicate that conceptions and personal beliefs of the employees signif-
icantly affect behavior regarding all that relates to compliance with ISP. Similar to other studies (Al-
brechtsen, 2008; Bjorck, 2005; Puhakainen & Siponen, 2010), our findings show a close association
between ISP behavior and personal consequences—positive and negative—as an outcome of the ac-
tions which derive directly from the employees’ manner of behavior. For instance, an anticipation of
personal benefit increases the level of compliance, while imposing a personal cost as a result of non-
compliance directly and positively affects compliance. In other words, the manner in which employ-
ees evaluate how compliance or non-compliance with IS procedures will affect the progress of his
work assignments on the one hand and personal sanctions on the other hand, are parameters which
greatly influence the level of actual compliance with the corporation’s ISP. Appropriate awards may
actually increase ISP compliance levels and cause employees who do not recognize the importance of
information security to comply with ISP. While our findings are consistent with Bulgurcu et al.’s
work (2010), Herath and Rao (2009b) and Wang et al. (2018) they seem incompatible with other
studies that did not reveal substantial effects of enforcement and sanction policies regarding ISP
compliance behavior (D’Arcy et al., 2009; Pahnila et al., 2007).

Another interesting finding is the relation between employee behavior and the security of the corpo-
ration’s systems. Although it is clear that ISP compliance is meant, among other things, to help pro-
tect the corporation’s information technologies, the results indicate that ensuring the safety of the in-
formation technology also affects employees’ behavior and is an integral part of their behavior con-
siderations. This behavior may be explained also as the desire to comply with ISP and also as an un-
derstanding of the importance of intactness and continuousness of the work environment, which is
based mostly on information technology. This finding also supports previous studies (Kotzias et al.,
2010).

Additionally, this study’s findings are consistent with findings of others who have explored the rela-
tion between employee IS awareness and compliance behavior (Bulgurcu et al., 2010; Gundu &
Flowerday, 2013). The distinction between general awareness and ISP organizational awareness illus-
trates the strong effect both types of awareness have on behavior and that employees having higher
awareness levels are relatively more cautious and stricter about ISP compliance.

CONCLUSIONS AND RECOMMENDATIONS

From the sum of the findings, we can conclude that employee IS compliance level is a combined
function of awareness and behavior. In order to achieve better information security results, organiza-
tions must invest time and resources on the development of IS awareness, as well as on information
systems and resources. IS awareness is a valuable preliminary conscious basis for understanding the
importance of information security behavior in general and the organizational need for protection of
information, specifically.
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Although many employees do not concern themselves with or invest time in activities which slow
down or hinder their job performance and decrease their productivity, it must be emphasized to
them that IS obedience is highly important and is part of their work time and commitment. In line
with this, the workplace should allocate time to the employees for execution of these activities. An
organizational culture which values IS, reflecting the importance of the issue among administrators
and employees, along with a serious approach of the managers to the subject, all have a facilitative
effect on ISP behavior.

The study found that attitude, beliefs and personal capabilities have a positive effect on employee ISP
compliance. The general evaluation of the benefits and the cost of compliance or non-compliance
have considerable effect on behavior, with the effect of the cost of compliance being as strong as the
effects of the benefits of compliance and the cost of non-compliance. This result emphasizes the im-
portance of these matters with regard to IS behavior. Furthermore, the study found that employees’
general and organizational IS awareness also directly affect his compliance behavior. The study sup-
ports the theory of planned behavior and the rational choice theory -which may further explain em-
ployee behavior and their motivation to observe ISP. Thus, other behavioral theories may help ex-
plain a range of other behavioral characteristics of employees with regard to ISP.

In this light, we recommend that organizations strengthen their efforts to create awareness of IS
among employees at all levels and ranges of seniority, presenting the issue in seminars and training
programs in order to teach them the importance of IS and the practical consequences of related be-
haviors. Moreover, various aspects of awareness may be more effective in modifying beliefs and be-
havior, depending on their hierarchic level and position. Therefore, the programs should be con-
structed keeping in mind the characteristics of the employee groups they are targeting.

Organizations should put in place IS instructional and training programs. These programs should
emphasize the employees’ personal advantage of compliance with ISP, alongside the demands for re-
taining information resource security. This may be achieved by presenting the cost of non-compli-
ance from the personal aspect of sanctions and personal cost, as well as the potential and concrete
dangers which lie in wait as a result of disregarding procedures.

CONTRIBUTION AND LIMITATIONS

As far as we know, this is the first paper to thoroughly explore employees’ awareness of information
system procedures, among financial organizations in Israel and also the first to develop operative rec-
ommendations for these organizations aim to increase ISP compliance behavior. This study offers
another level of understanding of employee behavior with regard to information security in organiza-
tions and comprises a significant contribution to the growing knowledge in this area. The research
results form an important basis for IS policymakers, culture designers, managers, and those directly
responsible for IS in the organization. The study indicates that rewards and sanctions have significant
effects on employee behavior, but also other motivational factors reinforce ISP compliance behavior.
Understanding the motivating factors of employees to comply with information security procedures,
helps information security managers to identify the weakest human link, correctly channel infor-
mation security resources and to conduct proper information security behavior.

Nevertheless, this study has some limitations. First, the findings are limited by the relatively small
sample population that reflects the attitudes and behavioral patterns of Israeli employees of one fi-
nancial institution. Therefore, future work should sample employees from other financial institutions
and also intuitions from other fields (e.g., academic, infrastructure, government, etc.). Second, since
our findings are based on the participants’ self-reports regarding their attitudes and behavior it may
be biased. Future work should apply qualitative analysis to explore other pillars of behavioral patterns
related to the subject matter.
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SUMMARY

Organizations should ascribe much importance to the motives and personal factors which affect em-
ployee behavior. A clear message of the management, a strong organizational culture and guidelines
on IS matters contribute to enhanced compliance behavior. A corporation which emphasizes the im-
portance of ISP compliance at every level and in every position positively affects employee ISP com-
pliance.

In summary, information security behavior is derived from the employees’ attitude toward IS, to the
whole of his normative beliefs and his personal capabilities to execute the organizational demands of
his position. A combination of two components, awareness and behavior, creates a strong, valid
mechanism which enhances the level of ISP compliance on the one hand, and decreases the level of
ISP non-compliance on the other. Emphasizing and developing both components of the mechanism
strengthen the ring of security surrounding the organization’s information systems.
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